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1.1 MOl BE DOA

Thuit toan lwong tir pha vé tang khéa cong Khai

Thuat toan Shor (1994)

Phéan tich thira s6 va logarit roi rac trong thoi gian da thirc trén may
tinh lwgng t&r d0 1&n cb sira 16i. Moi nguyén thly khéa coéng khai
dang dung rong rdi — RSA, Diffie—Hellman, ECDH, ECDSA — déu
dirng trén dung hai bai toan dé.

Thuat toan Grover (1996)

Chi tang toc bac hai cho tim kiém khong cau tric. Hé d6i xirng séng
sét bang cach ting gap doi bién an toan — AES-256 va SHA-384 van
virng. Tang bat ddi xirng khéng cé 16i thoat twong tu.

Mét mé déi xirng dworc va. Mat mé bat déi xing buéc phdi thay thé.

NIST IR 8547: RSA va mét mé dudng cong elliptic sé bj logi bé dén tir 2030 va bj cédm sau 2035.

RSA-2048 / RSA-4096

ECDH - ECDSA - EdDSA

DH trwong hivru han - DSA

AES-128

SHA-256 (ham bam)

Bl PHA

Bl PHA

Bl PHA

AN TOAN



1.2 TiNH CAP BACH

Thu thap hém nay, giai ma ngay mai

Ké tan cdng khéng can mdy tinh lvong tlr ngay hdom nay. Luu lwong d3 m3 hda va ban ma luu trir cé thé dwoc ghi lai tr bay gid, rdi gidi ma vao ngay
xuat hién may tinh lwong t&r d0 manh (CRQC). Moi bi mat cé vong doi dai vi thé d3a bi phoi bay.

Z — thoi gian t&i khi co CRQC

X — dir liéu phai giir bi mat bao lau

Y — di trd mat bao lau

hom nay thoi gian >

Bat dang thirc Mosca: néu X +Y >Z, thi di¥ liéu ban bao vé hém nay d3 mat an toan.

Con s6 dién hinh: X = 10-25 ndm vdi hd so' y té, tai chinh, quéc phong, dinh danh; Y = 5—10 ndm cho mét té chire I6n.



1.3 CHUAN HOA

Mot thiap Ky tuyén chon, gio’ 1a mot thap ky di tru

2016 8/2024 2026

FIPS 203 / 204 / 205

ML-KEM, ML-DSA, SLH-DSA Durthao FIPS cho HQC

FIPS 206 (FN-DSA) dang soan

NIST kéu goi dé xuat
69 (rng vién hop 1é

chot
2017-2022 3/2025 2027
Vvong 1-3 HQC dugc chon (IR 8545) Duv kién chét
CRYSTALS-Kyber dwoc chon &rng vién duy nhat vong 4 chuan HQC

HQC la phuong 4dn dyw phong, khong phai phuong én thay thé. NIST ndi rd: cdc to chirc nén di trd sang ML-KEM ngay, va gilt HQC nhw lwa chon tha
hai doc 1ap vé mat toan hoc.



1.4 XU HUONG TOAN CAU

Moi khu vwrc phap ly 16'n déu da c6 10 trinh kem moc thoi gian

R O cAemechinh

Hoa Ky — hé théng ANQG NSA CNSA 2.0 Mua sam méi phai khdng luvong tir tir 1/2027; chi dung PQC tir 2033
Hoa Ky — dan sw NSM-10, OMB M-23-02, NIST IR 8547 RSA / ECC loai bd dan 2030, c&m han 2035

Lién minh chau Au L6 trinh NIS Cooperation Group (2025) K& hoach qudc gia cudi 2026; hé théng rdi ro cao 2030; hoan tat 2035
Vuong qudc Anh LS trinh di trd- chuyén ddi NCSC (2025) Kiém ké va lap ké& hoach t&i 2028; hé théng wu tién 2031; hoan tat 2035
Pirc Hudng dan k§ thuat BSI Ha tang trong yéu 2030; bat budc trién khai hybrid

Uc Hudng dan ASD Cam thuat todn khéa cong khai c6 dién sau 2030

Canada L6 trinh CCCS (2025) Hé théng chinh phu khong mat hoan tat truwdc 2035

Hai méc lap lai gan nhw & moi noi: 2030 cho hé théng rii ro cao, 2035 cho phan con lai.



1.5 DITRU

Qua trinh chuyén ddéi dién ra nhw thé nao

Ki€ém ké Panh gia Lip ké hoach
» »

Lap danh muc mat ma

Chuyén doi
»

Trién khai ché& dé hybrid

Xé&p hang theo vong doi dir Thiét ké& dé linh hoat thuat . e .
(CBOM): moi khéa, chirng "ep hang theovone 9ot et e ae finh nogt ths (c dién + PQC) d& mét
. i . liéu va mirc phoi nhiém; bi toan: thuat toan la cau . N x .
chi va giao thirc dang nam N , R . v thanh phan hong van con
mat song lau di trwdec. hinh, khong phai ma cing.

& dau.

Linh hoat thuat toan md¢i la dich thyc sw

Tham s6 va thuat todn s& con thay déi: tham s6 ML-KEM tdng |én, HQC t&i
nam 2027, roi k&t qua vong chit ky b6 sung. Hé théng thay duoc nguyén
thiy ma khéng phai thiét ké lai sé hap thu duoc tat ca.

thanh phan kia.

Hiéu nang |a rao can thuc té

Loai bo

GO thuat toan khoéa cong
khai c6 dién, kiém dinh va
theo ddi huwéng dan mai.

Khoa va ban ma PQC I&n hon, phép todan nang hon — dac biét trén thiét bj
di déng, 10T va nhung. Pay chinh la chd ma nghién cru cai dat nhu bai bao

nay co y nghia.




Cac ho mat ma hau lwong tw
Nam gia thiét khd — va vi sao hé dwa trén ma3 lai quan trong

o Lattice, m3, ham bam, da bién, isogeny
e Danh muc NIST tai thoi diém hién tai

. Mat m3 dya trén ma va bai toan giai ma hoi chirng



2.1 TOAN CANH

Nam gia thiét khé doc lap nhau

‘ Dwa trén lattice

Bai toan khoé: Learning With Errors, NTRU, SIS

Hé mat: ML-KEM, ML-DSA, FN-DSA

Pd chudn héa — Iwa chon chinh

Pa bién

Bai todn khd: Gidi hé phuong trinh bac hai nhiéu
bién

Hé mat: MAYO, UOV, SNOVA

‘ Dwa trén ma
Bai toan khd: Giai ma m3a tuyén tinh ngau nhién

Hé mat: HQC, BIKE, Classic McEliece

HQC dwoc chon thdng 3/2025

. Dwa trén isogeny

Bai todn khd: Vanh tu déng ciu cda duwdng cong
elliptic

Hé mat: SQlsign

Vong bé sung; SIDH/SIKE bj phd 2022

Méat md déi xing (AES, SHA-2/3) khéng nam trong danh sdch ndy: né vén dd khdng lwong ti khi téng gép déi tham sé.

‘ Dwa trén ham bam

Bai todn khd: Khéng va cham / khang tién anh

Hé mat: SLH-DSA, XMSS, LMS

Dd chudn héa — chi cho chi¥ ky

SIKE bi pha trong mot cudi tuan trén may tinh ca
nhan ndm 2022, sau chin nam dugc cong dong soi

ky. Mot danh muc dya trén mét gia thiét duy nhat
la mét diém chét duy nhat — d6 chinh la 1ap luan
dé chuan héa mot KEM dya trén ma bén canh KEM
dua trén lattice.




2.2 HIEN TRANG

Danh muc hau lwong tir cua NIST

Chuan Thuat toan

Trang thai

FIPS 203 ML-KEM (Kyber) Lattice
FIPS 204 ML-DSA (Dilithium) Lattice
FIPS 205 SLH-DSA (SPHINCS+) Ham bam
FIPS 206 FN-DSA (Falcon) Lattice
FIPS 2xx HQC Ma

Chi mgt KEM c6 phuwong an dy phong

Chir ky da cé ba chuan trén hai gia thiét. Trao d6i khoa thi chi dua vao
lattice — HQC |ap dung khoang tréng dé.

Dong goi khda D3 chot — 8/2024

Chir ky so D3 chét — 8/2024

Chir ky so D3 chét — 8/2024

Chir ky so

Ddng gdi khoa Chon 3/2025 - dv thdo 2026 - chét 2027

Vong bén, mdt (rng vién séng sét

Vong 4 xét BIKE, HQC va Classic McEliece. NIST chuan héa HQC; hai (rng vién
con lai khéng dugc chon.



2.3 MAT MA DU'A TREN MA

An toan dén tir do kho cua bai toan giai ma

Bai toan giai m3a hdi chirng Cau tric tdong quat

cho H va 14y ngdu nhién, s, t thong diép m

tim e sao cho H - eT = s va wt(e) < t ma hda cong khai

) NP-kho trong trudng hop téng quat (Berlekamp, McEliece, van c6 y thém I6i

Tilborg, 1978).
e T&n cong tot nhat |3 information-set decoding — d6 phirc tap ham
m, Grover chi cdi thién duwgc bac hai.

c +e (c6 nhiéu)

clra sap bi mét:
. Gan 50 nam phan tich ké tir hé McEliece 1978, chuwa c6 dot pha cau mot bo gidi m3 hiéu qua

trdc nao véi giad thi€t ma ngau nhién. gidimia > m

Danh d6i: hé dwa trén ma cé duwoc mot gia thiét rat duoc hiéu rd va sd hoc chd yéu [a XOR nén rat nhanh — ddi lai khda cong khai hodc ban

m3 l&n, va mot bo gidi ma bat budc phai chay trong thoi gian hang.




2.4 VONG 4

Ba KEM dwa trén ma — mot dwo'c chon

Khéa cong khai

Khong duoc chon — khéa qud 1dn cho hau hét

Classic McEliece M3 Goppa nhi phan 261 KB 128 B . ,
giao thirc

Khéng duoc chon — phan tich xac suat giai ma

BIKE Ma QC-MDPC 1,5KB 1,6 kKB sai chua du chin

M3 QC ngau nhién + bo gidi ma ghép cong

HQC khai 2,2 KB 4,3 KB DU Q'C CHON, thang 3/2025
Vi sao HQC dugc chon
Quy dan Phan tich duoc Thue dung
An toan quy vé gidi ma ma tya tuan hoan ngiu Xac suat giai ma sai duwgc chirng minh nhé hon 27, Kich thuwéc khda va ban ma can bang, s6 hoc nhanh

nhién — khdng c6 ciu tric m3 an dé tan cong. diéu BIKE khong dat dwoc chit bang. va da duoc hiéu ré.



Hamming Quasi-Cyclic (HQC)
HQC I3 gi, dung dé lam gi, va dang dirng & dau

e C4utric: moét ma ghép cong khai
e  Gidi ma Reed-Solomon va Reed-Muller nhan ban

o Vai tro, hién trang va khoang tréng cai dat



3.1 DINH NGHIA

HQC la gi

a Mét KEM duwa trén m3 Kich thwdc mot an trao d6i khoa (byte)
A ~ 2. . . . . . Y 5000 7
Dé xuat bai Aguilar-Melchor, Aragon, Bettaieb, Bidoux, Blazy, Deneuville, Gaborit va 4,433
cdng su (2016); mdt hé ma hda khda cdng khai IND-CPA dugc bién thanh KEM IND-
CCA2 nho bién di HHK. 4000 1
3000 -
a Khéng gidu m3 2000 -
. e s A e e 1000 - 800 768
Khac v&i McEliece, ma sira sai & day la cong khai va c6 dinh. An toan chi dén t bai
toan giai ma héi chirng tua tudn hoan — khéng cé gi dwoc gidu trong cau tric ma.
O -

ML-KEM-512 HQC-128
mKhoéa cong khai (byte) ®Ban ma (byte)
a Xac suat 16i chirng minh duwoc

HQC-128 truyén khodng 6,7 KB méi lén trao déi so vdi 1,6 KB clia ML-KEM-512
Tham s6 dwoc chon sao cho xac suat gidi ma sai chdc chdn nhé hon 27\, dung nhw — cdi gid cua viéc da dang hda gid thiét.
chirng minh IND-CCA2 doi hoi.

Kich thuwdrc theo ddc té HQC ngay 22/8/2025 (khéa déng gdi, ban md).



3.2 PAISO

Moi thit dién ra bén trong mot vanh tuin hoan

R — FZ [x] / (Xn — 1) rot(h) véi h=(1,0,1,0,0, 0)

° Vector nhi phan d6 dai n duwoc doc nhu mot da thirc; tich u - v 1a tich chap vong, tinh bang
Karatsuba va Toom-Cook.

o Mot vector h duy nhat md ta tron ma tran vong rot(h) ¢c& n x n. Nh& vay, cdng bé mot m3
trong ngau nhién chi tén n bit thay vi n> — day chinh 13 Iy do khéa nhé.

e ndugc chon I3 s& nguyén t6 nguyén thdy, nén X" - 1 chi cé hai nhan tl bat kha quy. Piéu
nay chan cac tan cdng cau truc khai théc tinh tua tuan hoan.

mdi hang ld hang phia trén dich di mét vi tri

Giai m3 hoi chirng twa tudn hoan (QCSD): chohvas=x+h -y, véix, y la cidc vector bi méat trong s6 thadp w, hay tim lai (x, y). Chirng minh IND-CPA cta HQC quy
duang vé cac bién thé quyét dinh 2-QCSD va 3-QCSD cda bai todn nay — khéng cé gi dwoc gidu trong ban than ma.




3.3 CAU TRUC

Ba thuat toan, va vi tri cua bo giai ma

Sinh khéa Ma hoéa
h < R ngdu nhién déu ri, Iz « trong sb wr u -y
X, v « R trong sb o e — trong sb we Encode (m) + e’
S = x + h-y - = 1ry + h-'r,
v = Encode(m) + s‘'rp, + e Decode (v — u'y)
ek = (h, s)
dk = vy ct = (u, v) nhé = khéi phuc m

Toan bd 1ap ludn an toan dén vé mot buéc

Decapsulation trdc hét khoi phuc tir ma cé nhiéu v — u-y qua mdt phép nhan da thirc thua, roi giao né cho bd gidi ma ghép. Bo gidi ma phai khir nhiéu
dung vdi xac suat it nhat 1 - 27A, trong thoi gian hang, trén chinh thiét bi dang chay handshake. Buwdc gidi ma dé a chd dé cta bai bdo nay.



3.4 TiNH BUNG PAN

Vi sao bd gidi ma chi nhin thay mét 16i nho

v - u'y

(Encode (m) + s'r; + e) — (r; + h-rz) 'y

Encode(m) + (x + h'y) 'r, + e — r;1'y — h'ry-y

Encode (m) + x'r, — r;'y + e
Vanh giao hodn nén hai hang tir h-r,-y triét tiéu — va cung vdi ching la todn bé khéa céng khai.
Phan con lai la vector 16i e’ = x-r> — riy + e. Moi hang t& déu la tich cla hai vector thua, nén e’ van

cach xa phan bd déu. Giai ma thanh céng ding khi w(e’) < A, tirc kha ndng stra 16i cla ma ghép — va
phép kiém tra d6 la thir duy nhat dirng gitra ban m3a va thong diép.

~ 34 %

Ti 1é 1at bit hiéu dung p* ma mdi toa do clia e’ phai chiu

.....

murc do.

DFR < 27128

w, Wy, N1 va n, duoc chon sao cho xac suat gidi ma sai
nam dwdi mdrc an toan — mot chdn cé chirng minh,
khong phai sé do.

Gidi m3 that bai khdng chi la mat mot thong diép. Dudi tdn cong badn ma chon loc, viéc quan sat cac [an that bai lam ro ri thdng tin vé bi mat (x, y) —

dé la ly do HQC an dinh xac suat 16i ngay tir thiét k&, thay vi coi né |a mot chi tiét k§ thuat.




3.5 KEM

Tw ma hoa téi dong goi khoa

Dong gobi khoéa — bén guri
0 Sinh thong diép ngiu nhién m 128 bit va salt 16 byte. Giai ma: m’ = Decode(v - u-y) — bd giai ma chay & day.

a Dan xuat (K, 8) = G(H(ek) || m || salt) bdng SHA3-512. Tinh lai (K’, 6') = G(H(ek) || m" || salt).

e M3 héa m, dung 6 |lam mam sinh ry, ry va e. M3 hda lai m’ v&i 0’ roi so sanh v&i ban ma nhan duoc.

o GUi (u, v, salt). Khda chung chinh la K.

Néu léch, tra vé khoa gid ngau nhién dan xuat tir bi mat o.

Ma haéa lai chinh la th&r mua dwgc an toan IND-CCA2

DAy la bién d6i Fujisaki-Okamoto cé salt véi tlr chi ngam: mét ban m3 hong sé cho ra mot khda ma ké tan cdng khéng phan biét dugc véi khda that, thay vi
mot thong bao 16i. N6 ciing gidi thich yéu cau thoi gian hang — moi chénh Iéch thoi gian gitta chap nhan va tir chdi déu |a mot oracle ban ma chon loc, ding
nhu tan cong rejection-sampling ndm 2022 1én HQC va BIKE d3 cho thay.



3.6 MA SU'A SAI

Cau tric ghép Reed-Solomon / Reed-Muller

(MENTGET ma trong

tir ma nhi phan

thong dié >
i g diep » Reed-Solomon rut gon Reed-Muller nhan ban » n=n-n, bit
=1 ° 12

ki ky hiéu trén F
1 ky hiéu trén Fase [Ny, ki, di] RM(1,7) = [128, 8, 64]

Maéi ky hiéu Reed-Solomon trén Fzse dwoc dnh xa thanh mét tir ma Reed-Muller, sau dé nhén bén (bdi 3 hodic 5) dé tédng khd ndng chiu nhiéu.

Do dai Reed-Solomon n;,

Giai ma Reed-Muller Ia mot bién d6i Hadamard nhanh

Bdi nhan ban Reed-Muller 3 5 5 " , re .
) roi chon dinh; giai ma Reed-Solomon la syndrome,
Kh&i RM nhan ban n, 384 640 640 BeArIekamp—I\/Lassey Ya tl\m ngh‘lAe_m.uCa h?l d\éu ’Elha'o tac
trén vector s6 nguyén va F,® déu dan, do dai co dinh
S 1i RS siva dwoc 15 16 29 — dung cau trdc ma moét engine SIMD réng dugc sinh

ra dé xt ly.

So vector HVX cho Chien search 1 1 2




3.7 BO GIAIMA

Chuoi xtr ly giai ma cua HQC

Ma trong — Reed-Muller nhan ban

0 Chia tir m3 c6 nhiéu thanh cac khéi RM Tinh 26 syndrome trén F,®
¥

a GOp cac ban lap thanh vector d6 tin cay Berlekamp-Massey = da thirc dinh vi 16i
¥

e Bién d6i Hadamard nhanh (7 tAng budm) Tim nghiém trén support rat gon
¥

° Chon dinh véi quy tic pha hoa cd dinh Tinh d6 1&n 16i va slra tir m3

Céc kernel nay chiém phan |&n chi phi decapsulation, va tat ca déu |a tinh todn déu dan, song song theo lane — d6 la quan sat ma bai bao dya vao.



3.8 THAM SO

HQC-128 qua cac con sO

Do dai Reed-Solomon n 46 8 o . a
: ! Khoa dong g6i 2.241 B - ban ma 4.433 B - khoda chung 32 B. Khda
m& goi cé thé lwu chi bang mot seed 32 byte.
Do dai Reed-Muller nhin ban n, 384 8 e Y
T ma ghép nin, 17.664 bit
] Chi phi ba phép toan
D0 dai vanh n (nguyén t6 nguyén thay) 17.669
B3 i& i ki : . - E A1
D6 dai théng diép k 128 bit an C tham chiéu, d’c.J'n vi kilocycle: KeyGen 4.557 ncaps 9.116
- Decaps 13.918. V&i AVX2: 76 - 150 - 353.
Trong s6 w cta bi mat x, y 66
Trong s6 w, = wecliar, ry, € 75
Kha nang stra 10i Reed-Solomon & 15 N6 ton khodng 1,5-2 [an moét [an encapsulation, va bé gidi ma
L ghép nam ngay bén trong — ding kernel ma bai bdo dua xuéng
Xac suat giai ma sai <2718

backend vector.

5 bit dw (n = mny) bi cdt bo; n Ia sé nguyén té nguyén thiy dé chdn cdc tdn céng cdu truc.



3.9 HIEN TAI

Vai tro cua HQC va vi tri hién nay

Vai tro: bao hiém thuat toan

HQC |a phrong an dy phong duwoc chi dinh cho ML-KEM trong trao déi
khoa. N6 khong nham thay thé ML-KEM, va NIST khuyén nghi cac t6 chirc
trién khai ML-KEM ngay. Gia tri ciia né nam & ché mot cl pha v gia thiét
lattice sé khong cham t&i no.

Hién trang va cac van dé ky thuit con mé

Chuan héa

Puoc chon thang 3/2025 (NIST IR 8545). Dy thao FIPS dy ki€én 2026, chdt nam
2027.

Kénh phu

Tan cong dinh thoi d3 nham vao ma tham chiéu (Guo va cdng sy, TCHES
2022). Ldy mau va gidi ma thoi gian hang 13 bat budc.

Pa duorc trién khai & dau

D3 cé trong libogs va Bouncy Castle, va xuat hién trong céc thir nghiém
hybrid X25519 + HQC. Mrc d6 4p dung con han ché khi chuan van & dang
dv thao.

Chi phi

Ban m3 I&n hon ML-KEM khoang 5-6 lan va decapsulation ning hon rd rét.

Nén tang
D3 cd cai dat t6i wu cho Cortex-M4, FPGA va RISC-V SoC — nhuwng chua ¢ cho
bo tang t6c vector trong dién thoai hién dai.



3.10 BAI BAO NAY

Giai ma HQC trén thiét bi tich hop NPU

Dién thoai hién dai d3 san cé mot engine SIMD rong — Hexagon Vector eXtensions (HVX) ciia Qualcomm nam trong khéi NPU. Bai bao thiét ké lai cac kernel
giai ma HQC t6n kém nhat theo mé hinh thuc thi theo lane clia nd, dong thoi gilt két qua bang bit véi bd gidi ma scalar tham chiéu.

Pcycle mdi [an gidi ma, cac giai doan HQC-128

tang toc trén mo phdng cho mét lan gii

300000 - ma HQC-128 day du
953.763 - 41.471 Pcycle
250000 -
200000 -
150000 - 2 O 7 X cai thién do tré thuc do trén kit phat
) trién Snapdragon 8 Gen 2
100000
50000 -
0 - . ;

B hiéu qua nang lugng moi lan giai m3,
RM Hadamard RM chon dinh RS syndrome RS dinh vi 16i 1 8, 1 3 x hon ;:]9% viécgcﬁa CIEU duoc cghuyén di

mBan scalar ®C6 HVX hd tro

Lwu y: cde con sé la cho giai doan gidi mé duwdi 1&i goi FastRPC theo 16,
khéng phdi decapsulation déu-cudi, va backend chwa dat thoi gian héng.

Vu Minh Chau, Nguyen Ngoc Kiet, Pham Quang Minh, Mai Xuan Ngoc, Nguyen Duc Anh, Hoang Ta — arXiv:2606.01968.



Tong két
‘ Nguy co

Thu thap hém nay - gidi ma ngay mai khién viéc chuyén déi thanh bai toan cda hién tai; 2030 va 2035 |3 hai m6c quyét dinh.

‘ Pa dang héa la cé chu dich
HQC t6n tai dé viéc trao déi khda khong phu thudc riéng vao lattice.
‘ Khodng trong nam & cai dat

HQC d3 chuan hda trén gidy; 1am cho nd ré trén thiét bj ngudi ta thuc sw mang theo van [a viéc con m& — va bo ting toc vector 1a cau tra 10
chua duoc khai thac.

Xin cam on! Ta Duy Hoang - SolCT, HUST
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