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BO GIAO DUC VA BPAO TAO CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PH BACH KHOA HA NOI boc 1ap - Ty do - Hanh phic

CHUONG TRINH GIAO DUC PAI HQOC
Undergraduate Program

Tén chwong trinh: An toan Khéng gian sb

Name of program: Cyber Security

Trinh d¢ dao tao: Ctr nhéan

Education level: Bachelor

Nganh dao tao: An toan thong tin

Major: Information Security

Ma nganh: 7480202

Program code: 7480202

Thoi gian dao tao: 4 nam (chuong trinh ¢t nhan)

Duration: 4 years (Bachelor program)

Bing tot nghiép: Ctr nhéan An toan thong tin

Degree: Bachelor in Information Security

Khdi lrgng kién thirc

toan khoa: 133 tin chi (chuong trinh ctr nhan)

Credits in total: 133 credits (Bachelor program)
(Ban hanh tai Quyét dinh s6 /QD-DHBK-DT ngay thang nam

1.1.

1.2.

cua Hi¢u truéng Truong Pai hoc Bach khoa Ha Noi)
Muc tiéu chwong trinh dao tao (Program Goals)

Muc tiéu chung (General objectives)

Dao tao nhan luc chit lugng cao, nghién ctru khoa hoc, tao ra tri thire, san phém méi, phuc
vu xa hoi va dat nude.

Training high quality human resources who is capable of creating knowledge, new products,
serving society and the country.

bao tao ngudi hoc co phém chét chinh tri, dao dirc; c6 kién thirc co sé va chuyén mon ving
vang, c6 ki nang thue hanh nghé nghiép, ning luc nghién ctru, c6 kha ning sang tao dé giai
quyét van dé lién quan dén linh vuc an toan thong tin, thich nghi voi méi truong 1am viée, ¢6
kha nang ty hoc dé thich Gmg voi su phat trién khong ngimg ctia khoa hoc va céng nghé.
Traning learners with political and moral qualities; having strong basic and professional
knowledge, skills in profesional practice, research capacity, and creative ability to solve
problems related to the field of information security, having skills to adapt to the working
environment and the ability of self-study to adapt to the continuous development of science
and technology.

Muc tiéu cu thé (Specific objectives)

Muc tiéu cu thé ctia chuwong trinh dao tao cir nhan An toan Khong gian s6 1a trang bi cho ngudi

t6t nghiép:



The specific objectives of the Bachelor program in Cyber Security are to equip the learners

with:

C6 kién thirc k¥ thuat vitng chic vé linh vuc an toan thong tin: cac kién thirc co ban vé toan,
1y, thuat todn, co s¢ dit li€u; phan tich va thiét ké hé théng thong tin; kién thirc vé ha téng, cac
co ché két ndi, didu khién, van hanh, an toan thong tin cta hé théng may tinh va mang; kién
thirc vé 13p trinh va 1ap trinh an toan; kién thuc, cong cy, va k¥ thuat dé du doén, phat hién,
ngin chin, va phan tmg trudc cic nguy co trén khong gian sd; giai quyét bai toan rui ro cho
t6 chirc va tro thanh chuyén gia vé an toan khong gian sb. Pt nang lyc phat hién va giai quyét
van d8 rui ro lién quan dén cac hé thong tinh toan va t6 chirc.

Solid technical knowledge of cyber security: basic knowledge of math, physics, algorithms,
database; analysis and design of information systems, knowledge of IT infrastructure,
mechanisms for interconnection, control, operation, information security of computer
systems and network; knowledge of programming and secure programming; knowledge,
tools, and techniques of predicting, recognizing, and responding to cyber security threats.
Abililty to discover and solve security issues of organizations and their computing systems.
C6 k¥ nang van dung kién thirc, k¥ nang 1ap luan va tu duy hé thong dé giai quyét cac van dé
chuyén sau ciia nganh va trong thuc té. C6 thai d6 va dao dirc nghé nghiép phu hop.

Skills to apply knowledge, reasonal skills and system thinking to solve specialized issues in
practice. Having appropriate attitude and professional ethics.

Co k¥ nang giao tiép, lam vi¢c nhém, kha nang st dung tiéng Anh hi¢u qua va thai do lam
viéc chuyén nghiép phil hop v6i méi truong cong tic da nganh va qudc té.

Communication skills, teamwork skill, ability to use English efficiently, and a professional
working attitude suitable for a multidisciplinary and internation collaboration environment.
C6 kha nang ap dung cac kién thirc chuyén mén, hinh thanh y tudng, phan tich, dua ra giai
phép dé giai quyét hidu qua cac van dé phii hop diéu kién kinh té - xa hoi thyc té.

Ability to apply professional knowledge, formulate ideas, analyse, propose solutions to

effectively solve problems in actual socio-economic conditions.

Chuin diu ra ciia chwong trinh dao tao (Program Learning Outcomes)

Ap dung kién thirc toan, khoa hoc tu nhién, khoa hoc xa hoi, moi trudng va con nguoi dé giai
quyét cac van d& ciia nganh cong nghé thong tin va cong dong.

Apply knowledge of mathematics, natural sciences, social sciences, business environment
and human beings to solve problems of the information technology industry and the
community.

Ap dung kién thiic co so cbt 16i nganh dé giai quyét cac bai toan k¥ thuat trong linh vuc cong
ngh¢ thong tin.

Apply basic and core of engineering knowledge to solve technical problems in the field of
information technology.

Thiét ké hé théng, san phém, dich vu an toan thong tin, dap tng cac ti€u chuén vé an toan
thong tin trén co s& van dung kién thirc chuyén nganh.

Design information security systems, products and services that meet the information
security standards on the basis of applying specialized knowledge.



3.

Str dung thanh thao céc cong cu chuyén dung, hién dai trong thiét ké, phat trién, kiém thir cac
hé thong, san pham, giai phap cong nghé thong tin.

Proficiently use specialized and modern tools in designing, developing, and testing
information technology systems, products, and solutions.

Lap ké hoach tich hop, trién khai, van hanh hé thong cong nghé thong tin va giai phap cong
nghé dam bao an toan thong tin.

Plan for the integration, deployment, and operation of information technology systems
and technology solutions to ensure information security.

Thé hién kha ning 1anh dao va k¥ ning 1am viéc nhém phi hop v6i méi trudng cong téc da
nganh va qudc té; dat chuan ngoai ngit theo yéu cau dbi véi trinh d6 dai hoc ctia Viét Nam.
Demonstrate leadership and the ability to participate in teamwork in an environment with
different disciplines of engineering, science, and business; fulfill foreign language
requirements as mandated for Vietnamese university standards.

Van dung hiéu qua k¥ ning giao tiép bang 16i néi, vin ban, da phuong tién trong cac tinh
hudng x4 hoi va nghé nghiép.

Use proficient verbal, written, and interpersonal communication skills in social and
professional settings.

Van dung tu duy phén bién, sang tao va d6i méi trong cong viéc va trong nghién ciru.

Apply critical, creative and innovative thinking at work and in research.

Dinh hudng nghé nghiép twong lai 15 rang va y thirc hoc tap sudt doi.

Demonstrate a clear future career orientation and a sense of lifelong learning.

Gitr gin dao dtrc nghé nghiép, thé hién tinh than trich nhiém, tuan thu phap luat va cac qui
dinh ctuia nganh.

Demonstrate a sense of responsibility, adhere to industry regulations and laws, and maintain
professional ethics.

Thiét ké, trién khai du 4n nghién ctru khoa hoc vé cac van dé cua nganh.

Design and implement research projects to find solutions for technical challenges.

Noi dung chwong trinh (Program Content)

3.1 Cu triic chung ciia chwong trinh dao tao (General Program Structure)

Khéi kién thire Tin chi Ghi cha
(Professional component) (Credit) (Note)

BAC CU NHAN (BACHELOR LEVEL)

Giao duc dai cwong

45
(General Education)
Toan va khoa hoc co ban 3 Thiét ké phu hop theo nhom nganh dao tao
(Mathematics and basic sciences) (Major oriented)
Ly luén chinh tri Theo quy dinh ciia B GD&DT
Phép luat dai cuong 13 (in accordance with regulations of Vietnam Ministry of
(Law and politics) Education and Training)




GDTC/GD QP-AN

(Physical Education/ Military
Education)

Military Education is for
Vietnamese student only.

Tiéng Anh 0 Theo chuong trinh HUST Start
(English) (Follow HUST Start program)
Giao duc chuyén nghiép 88
(Professional Education)
Co s& va cdt 161 nganh 57 Bao gom tir 1+3 dd an thiét ké, ché tao/trién khai.
(Basic and Core of Engineering) (Consist of at least 1+3 projects)
GoOm hai phén kién thirc bit budc:
1. Kién thuc bd tro vé& xa hoi, khoi nghiép va céac
Kién thure bo trg ky nang khac (6TC);
(Soft skills) 9 2. Technical Writing and Presentation (3TC).
Include of 02 compulsory modules:
1. Social/Entrepreneurship/other skill (6 credits)
2. Technical Writing and Presentation (3 credits).
Khdi kién thire Ty chon theo modun tao diéu kién
Ty chon oir nhan cho sinh vién hoc tiép can theo mot linh vyc ing
. 19 dung.
(Elective Module)
Elective module provides specialized knowledge oriented
towards different concentrations.
Thuc hién tir trinh d§ nam th ba
A1 A Scheduled for third
Thye tap k§ thudt (Scheduled for l}"‘ year)‘ 7 o A
o . 2 Theo chuong trinh dao tao ctr nhan da dugc phé
(Engineering Internship) N
duyét
(Conform to approved bachelor program)
- SV dang ky thuc hién D6 an cir nhan néu mudn
ra truong voi bang cu nhan ky thuat.
. , ' - SV hoc chuong trinh tich hgp ctr nhan-ky su thi
Do an tot nghi€p cir nhan dang ky thyuc hién 02 Do an thiét ké voi khoi luong
Do an thiet ke 6 2x3= 6 tin chi.

(Bachelor Thesis)

Dé tai t6t nghiép gan lién voi linh vye tmg dung va
phu hop v61 ndi dung thuc tap tot nghiép.

(Topic must be relevant to major and knowledge gained
during engineering practicum)

Téng cong chwong trinh cir
nhan (Total)

133 tin chi (133 credits)

3.2 Danh muc hoc phin va ké hoach hoc tip chuin (Course list & Standard schedule)

TT | MA SO

(No.)

(Cource ID)

TEN HQC PHAN
(Course Name)

KHOI KY HQC
LUQONG (Semester)
(0 [TT2[s[a[s[e]7 s ]s[ 00




|

|

(Credit)

BAC CU NHAN (BACHELOR LEVEL)

Ly luin chinh tri + Phap luat dai cwong

13
(Law and politics)
1 [SSHI111 [Triét hoc Mac - Lénin 3(2-1-0-6)
2 [SSHI121 [Kinh té chinh trj Mé4c - Lénin | 2(2-0-0-4)
3 |SSH1131 |Chu nghia xa hdi khoa hoc 2(2-0-0-4)
Lich sit Bang C§ an Viét
4 |SSHI141 | FC7STRAnETONESAn VIt 50 0.0-4) 2
[Nam
Tu tudng H6 Chi Minh
5 |ssHI151 | 1 Hong Ho LA VN 2(2-0-0-4)
(Ho-Chi-Minh’s Thought)
Phap luat dai
6 [EM1170 ap luat dal cuong 2(2-0-0-4) 2
(General Law)
Gizo duc thé chit (Physical Education) 5
Ly luan thé duc thé th
7 |PE1014 v Jan e GUe e thao 1(0-0-2-0)
(Theory in Sport)
8 |PE1024 Boi 101 (Swimming) 1(0-0-2-0)
Tu chon thé duc 1
9 [Tychon | - ChonmtecHe 1(0-0-2-0)
(Elective course 1)
trong danh z
Tu chon thé duc 2
10 |muc _ 1(0-0-2-0)
) (Elective course 2)
(Elective Tu chon the duc 3
11 |courses) ve (:)n e aue 1(0-0-2-0)
(Elective course 3)
Gizo duc Quoc phong - An ninh
(Military Education)
Duong 16i quoc phong va an
ninh cia Pang Cong san Viét
12 [MIL1210 Nam (Vietnam Communist 0(3-0-0-6)
\Party’s direction on defense and
secutity)
Cong tac qudc phong va
13 IMiLiz2o [P minh 0(2-0-0-4)
(Introduction to the National
\Defense)
14 |MiL1230  |[Quan sy chung . 0(1-0-1-4)
(General Military Education)
K thuat chién dau bo binh va
15 IMIL1240 chién thuat 0(0-0-4-8)
(Infantry combat techniques and
tactics)
Tiéng Anh (English)
16 |FL1141 Practical grammar for writing | 3(1-4-0-6)
17 |FL1142 Communication Skills 1 3(1-4-0-6)
18 |[FL1143 Working with text 1 3(1-4-0-6)
19 |[FL1144 Listening 3(2-2-0-6)
20 |FL1145 Speaking 2(1-3-0-4)
21 [FL1146 Reading 2(1-2-0-4)




22 |FL1147 Writing 3(2-2-0-6)
23 |[FL1148 Foundation Writing 2(1-2-0-4)
24 [FL1149 Communication Skills 2 3(2-2-0-6)
25 [FL1150 Working with text 2 2(1-2-0-4)
26 [FL1120 IELTS Listening 1 2(2-1-0-4)
27 [FL1121 IELTS Speaking 1 1(1-1-0-4)
28 [FL1122 IELTS Reading 1 1(1-1-0-4)
29 [FL1123 IELTS Writing 1 2(2-1-0-4)
30 [FL1124 IELTS Listening 2 2(2-1-0-4)
31 [FL1125 IELTS Speaking 2 1(1-1-0-4)
32 [FL1126 IELTS Reading 2 1(1-1-0-4)
33 [FL1127 IELTS Writing 2 2(2-1-0-4)
Khoi kién thirc Toin va Khoa hoc co ban -
(Mathematics and basic sciences)
Giai tich 1
34 MIII11E (Caleulus I 4(3-2-0-8)
35 MIti2ig [ tich 3(2-2-0-6)
(Calculus 11)
36 MIII31E Gl tich 3 3(2-2-0-6)
(Calculus 1)
Dai so
37 MI1141E (Algebra) 4(3-2-0-8)
38 [pHII20E  |Vatl daicuongll 3(2-1-1-6)
(Physics 1)
Nhap moén lap trinh
39 |IT1110E (Introduction to 4(3-1-1-8)
\Programming)
Xac suat thong ké
40" MI2020E (Probability and Statistics 1) 2(2-1-0-4)
Toan roi rac
41 [IT3020E , , 3(3-1-0-6)
(Discrete Mathematics)
Nhap mon CNTT va TT
42 IT2000 (Introduction to ICT) 3(2-0-2-6)
T6i wu hoa
43 (IT3052E (Fundamentals of 3(3-1-0-6)
optimization)
Co sé va cot 16i nganh =
(Basic and Core of Engineering)
Céu trac dir lidu va giai thuat
44 ([IT3312E (Data Structures and 2(2-1-0-4)
\Algorithms)
45 IT30305 | <ien tric mdy tinh 3(3-1-0-6)
(Computer Architecture)
Nhap moén Tri tué nhan tao
46 (IT3160E (Introduction to Artificial 3(3-1-0-6)

Intelligence)




Lap trinh huéng d6i tuong

47 |IT3101E (Object-oriented 2(2-1-0-4)
\Programming)
Co s¢ dir lidu

48 [IT3090E 3(2-1-1-6)
(Database)
Hoc may

49 [IT3190E (Machine Learning) 3(3-1-0-6)

50 |[IT3910E  |Project I 2(0-0-4-8)
Phat trién tmg dung cho thiét

51 (IT4785E  |bi di dong 2(2-1-0-4)
(Mobile Programming)
Nhap moén an toan thong tin

52 |IT4010E  |(Introduction to Cryptography | 3(3-1-0-6)
and Security)

53 [m3o70p  [eweénlyhe iéu hinh 3(3-1-0-6)
(Operating Systems)

54 [IT3080E | 1angmay tinh 3(3-0-1-6)
(Computer Networks)

55 IT3120E Phan tich thiét ke hé th(”')ng' 2(2-1-0-4)
(Systems Analysis and Design)
Nhap mén Hoc sau

56 |[IT4654E (Introduction to Deep 3(3-0-1-6)
\Learning)
Co s6 vé dién toan lugng tir

57 (IT4444E  |(Quantum Computing 2(2-1-0-4)
\Fundamentals)

58 [T3106E  |-oP trinh he thong 3(3-1-0-6)
(System Programming)
Nhap moén Cong nghé phan
mém

59 [IT3180E (Introduction to Software 3(2-2:0-6)
\Engineering)

60 IT4260p [ \nminhmang 3(2-2-0-6)
(Network Security)
Tri tué nhan tao tao sinh

61 |IT4443E (Generative Al) 3(3-1-0-6)

62 (IT3930E  |Project II 2(0-0-4-8)
Thiét ké va quan tri mang IP

63 |[T4815E (IP Network Design and 2(2-0-1-4)
Management)

Kién thirc bd tro xa hdi (Soft skills)
Bat budc (Mandatory)
64 [T2030 Technical Writing and 3(2-2-0-6)

Presentation

Tuw chon (Elective)




Quan tri hoc dai cuong

65 |[EM1010 , 2(2-1-0-4)
(Introduction to Management)
'Van hoa kinh doanh va tinh
th;‘\ kh 5 . h A

66 [EM1180 | o <HOTnEiiep 2(2-1-0-4)
(Business Culture and
\Entrepreneurship)
Tam ly hoc g d Applied

67 [ED32g0  |Lam 1y hoe ng dung (Applied| | , , 4
\Psychology)
K¥ ning mém

68 |[ED3220 2(1-2-0-4
(Soft Skills) ( )
Tu duy cong nghé va thiét ké
k¥ thuat

69 [ET3262 |24 . 2(1-2-0-4)
(Technology and Technical
\Design Thinking)
Thiét ké m§ thuat cong nghié

70 [TEX3123 | ~c MYTMUatCOng nemeb | 5 5 0.4y
(Industrial Design)

Tw chon cit nhan (Elective Module) 19

Mat ma ung d

71 [IT4025E | - matmedung 2(2-1-0-4)
(Applied Cryptography)
Heé thong xac thuc sinh tric
h

72 IT4432E [ o 2(2-1-0-4)
(Biometric Authentication
Systems)
Blockchain va ung d

73 IT4527E ockehain va tmg dung. 2(2-1-0-4)
(Blockchain and Applications)
A t \ h;\ A

74 [IT4508E [ o oan PRanmem 2(2-1-0-4)
(Software Security)
Phan tich ma d¢

75 IT4630E an tich ma doc 2(2-1-0-4)
(Malware Analysis)
Ph\ h;( t;( A

76 |IT4831E Ong CHONE Al CONEMANE 1 »(2-1-0-4)
(Network Defense)
D- A t A

77 [IT4450E [0 @50 2(2-1-0-4)
(Digital Forensics)
K. A th 5 A h;\

78 [[T4g13p | ST UMAREER 1 50.0-4-4)
(Penetration Testing Practice)

79 |IT3940E  |Project III 3(0-0-6-12)
Thue tap k§ thuit va D6 an tét nghiép cir nhin
(Engineering Internship and Bachelor Thesis)

Thuc tap ky thuat

80 [IT4991E (Engineering Internship) 2(0-0-4-4)
Do 4n tot nghiép ctr nha

81 [IT4126E | o omtotneieh ciihan 6(0-0-12-12)

(Bachelor Thesis)




4. MBo ta tém tat hoc phan (Course Outlines)

4.1 Cac hoc phin béc cir nhian (Bachelor Education Courses)
EM1170 Phap luét dai cwong (Introduction to the legal environment)

- Khéi luong (Credits): 2(2-0-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Trang bi cho sinh vién nhitng 1y thuyét chung vé khai niém co ban cua khoa hoc
phap 1y v& Nha nudc va Phap luat, nhig ndi dung co ban ciia cic nganh luat gbc nhu Hién
phéap, Hanh chinh, Dan sy, Hinh su trong hé théng Phap luat Vi¢t Nam. Déng thoi trang bi cho
sinh vién kién thirc Phéap luat chuyén nganh giup sinh vién biét 4p dung Phép luét trong cudc
sdng va cong viéc.
Objective: This course equips students with general knowledge about concept of legal science
of State and Law, basic content of fundamental laws, such as the Constitution, Administration,
Civil and Criminal Law in Vietnamese legal system. This module also equips students with
specialized legal knowledge to help students apply the law in their life and work.
Néi dung: Khai quat vé ngudn gdc ra doi nha nude va phap luat; ban chat, chirc ning va cac
kiéu nha nuéc, phap luat; vé b may Nha nuéc CHXHCN Vi¢t Nam; vé hé théng van ban quy
pham phép luat; thuc hién phép luat, vi pham phéap ludt va trach nhiém phap ly. Gidi thiéu
nhitng ndi dung co ban nhat ctia nhitng nganh luat chii yéu ¢ nudc ta hién nay.
Content: Overview of origin of State and Law, Nature, function and types of State and Law,
The state apparatus of the Socialist Republic of Vietnam, The system of legal documents,; Law

enforcement, legal violations and liability. Introduction of the most basic content of the major
law branches in Vietnam.

MIL1110 Puwong 16i quan sy ciia Pang (Vietnam Communist Party’s Direction on the
National Defense)

- Khdi lugng (Credits): 0(3-0-0-6)

- Hoc phan tién quyét (Prerequisite):

- Hoc phén hoc trudc (Pre-courses):

- Hoc phan song hanh (Corequisite Courses):
Muc tiéu: Trang bi cho sinh vién nhiing kién thirc co ban ciia chti nghia Méc - Lénin, tu tudng
Ho6 Chi Minh vé chién tranh, quan déi va bao vé T6 qudc; nhan thirc dung vé ngudn goc, ban
chat chién tranh; cac quan diém cia Pang vé xay dung nén qudc phong toan dén, luc lwong vii
trang nhan dan dé tién hanh chién tranh nhan dan bao vé T6 qudc Viét Nam XHCN. Giup sinh
vién budc dau tim hiéu nghé thuat danh gidc cia 6ng cha ta va ngh¢ thuat quan sy Viét Nam tir
khi c6 Pang.
Néi dung: Dbi tuong, phuong phap nghién ciru mon hoc Gido duc qudc phong - an ninh; Quan
diém cua chu nghia Méc - Lénin, tu tudng HO Chi Minh vé chién tranh, quan doi va bao vé T



qudc; Xay dung nén qubc phong toan dan, an ninh nhan dan; Chién tranh nhan dan bao vé T6
quéc Vi¢t Nam xa hoi chu nghia; Xay dung luc lugng vii trang nhan dan Vi¢t Nam; Két hop
phat trién kinh té - x4 hoi vé6i ting cuong cung c¢b quc phong - an ninh; Nghé thuat quan sy
Viét Nam.

MIL1120 Cong tac qudc phong, an ninh (Introduction to the National Defense)

- Khbi lugng (Credits): 0(3-0-0-6)

- Hoc phan tién quyét (Prerequisite):

- Hoc phan hoc trudc (Pre-courses):

- Hoc phan song hanh (Corequisite Courses):
Muc tiéu: Giup sinh vién nhéan thirc dugc Am muu thu doan cia cac thé luc thu dich d6i véi
cach mang Viét Nam trong giai doan hién nay, trén co s¢ d6 du tranh, phong chéng chién lugc
“dién bién hoa binh”, bao loan 1at d6 cua céac thé luc thu dich; dau tranh phong chéng dich loi
dung van dé dan toc va ton gido chong pha cach mang Viét Nam dé giir gin an ninh chinh trj va
bao vé toan ven lanh thd Viét Nam XHCN.
Trang bi cho sinh vién kién thirc vé chién tranh cong nghé cao; kién thirc vé xay dung luc lugng
dan quan tu v¢, luc luong du bi ddng vién, phong trao toan dan d4u tranh phong chéng to1 pham
va t€ nan xa hoi, bao v€ an ninh quéc gia va gilr gin trdt tu, an toan xa hoi; bao vé ving chéc
cht quyén lanh thé bién gidi, bién dao Viét Nam.
Néi dung: Phong chdng chién luoc “dién bién hoa binh”, bao loan 1at d6 cua cac thé luc thu
dich d6i véi cach mang Viét Nam; Phong chéng dich tién cong hoa luc bang vii khi cong nghé
cao; Xay dung luc luong dan quan tu v¢, lyc lugng dy bi dong vién va dong vién cong nghiép
qudc phong; Xay dung va bao vé chii quyén lanh tho, bién gidi qudc gia; Mot sd ndi dung co
ban vé dan tdc, ton gido va dau tranh phong chdng dich loi dung van dé dan toc va ton gido
chéng pha cach mang Viét Nam; Nhiing van dé co ban vé bao vé an ninh qudc gia va giit gin
trat tu, an toan xa hoi; Nhiing van dé co ban vé déu tranh phong chdng t6i pham va té nan xa
hoi; Xay dung phong trao toan dan bao vé an ninh T6 qudc.

MIL1130  Quéan suw chung va chién thuit, ky thuit bin sing tiéu lién AK (CKC)
(General Military Education)

- Khdi lugng (Credits): 0(3-2-0-8)

- Hoc phan tién quyét (Prerequisite):

- Hoc phén hoc trudc (Pre-courses):

- Hoc phan song hanh (Corequisite Courses):
Muc tiéu: Trang bi cho sinh vién kién thirc chung vé quan su pho thong, nhitng k¥ nang quan
su can thiét nham dap ung yéu cau xay dung, cung cd luc lugng vii trang nhan dan, san sang
tham gia lyc lugng dan quan tu v¢, du bi dong vién va thuc hién nghia vu quan sy bao v¢ To
quoc.



Hiéu biét va st dung dugc mat s6 loai phuong ti€n, vii khi thong thuong; co6 kién thirc vé chién
thuat bo binh; biét cach phong, tranh vii khi hity diét 16n va thanh thao k§y thuét bang bé, chuyén
thuong.

Néi dung: Doi ngii don vi va ba mon quan sy phdi hop; Str dung ban do dia hinh quén su; Gidi
thiéu mot s6 loai v khi b binh; Thudc nd; Phong chdng vii khi hiy diét 16n; Cap ctru ban du
vét thwong chién tranh; Ting ngudi trong chién déu tién cong va phong ngu; Ky thuat ban sing
tiéu lién AK (CKC).

MI1111E Gidi tich I (Calculus I)

- Khdi lugng (Credits): 4(3-2-0-8)

- Hoc phan tién quyét: (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): MI1141E
Muc tiéu: Cung cap cho sinh vién nhiing kién thirc co ban vé ham s mot bién sb va nhiéu bién
0. Trén co s¢ do, sinh vién co6 the hoc ti€p cac hoc phan sau vé Toan cling nhu cdc moén hoc
k¥ thuét khac, gop phan tao nén nén tdng Toan hoc co ban cho cac nganh k¥ thuat, cong nghé
va kinh té.
Objective: This course provides fundamental knowledge about calculus for single and
multivariable functions needed to study further mathematics as well as engineering subjects.

Students will be provided a mathematical foundation to succeed in the fields of Technology,
Engineering and Economics.

Ngi dung: Gi6i han, lién tuc, phép tinh vi phan ciia ham s6 mot bién s6 va nhiéu bién s, phép
tinh tich phan ctia ham s6 mot bién so.

Contents: Limits, Continuity and Differentiation of single- and multivariable Functions.
Integration of single variable Functions.

MI1121E Giai tich II (Calculus II)

Khéi lugng (Credits): 3(2-2-0-6)

Hoc phan tién quyét: (Prerequisite): Khong (None)
Hoc phan hoc trudc (Pre-courses) : MI1111E

- Hoc phan song hanh (Corequisite Courses):

Muc tiéu: Cung cip cho sinh vién nhiing kién thirc co ban vé Ung dung cuia phép tinh vi phan
vao hinh hoc, Tich phan phu thudc tham s6, Tich phan bdi hai va boi ba, Tich phan dudong va
Tich phan mit, Ly thuyét truong. Trén co s& d6, sinh vién c6 thé hoc tiép cac hoc phan sau vé
Toén ciing nhu cac mon hoc ki thuat khac, gop phan tao nén nén tang Toan hoc co ban cho k§
su cac nganh cong nghé va kinh té.

Objective: This course provides the basic knowledge about applications of calculus to
geometry, parametric dependent integrals, double integrals, triple integrals, line integrals,



surface integrals and vector fields. Students can understand the basics of computing technology
and continue to study further.

Néi dung: Ung dung phép tinh vi phan vao hinh hoc, tich phan phu thudc tham s, tich phan
boi hai va boi ba, tich phan duong loai mét va loai hai, tich phan mat loai mot va loai hai, ly
thuyét truong.

Contents: Applications of calculus to geometry, parametric dependent integrals, double
integrals, triple integrals, line integrals, surface integrals and vector fields.

MI1131E Giai tich III (Calculus III)

- Khdi lugng (Credits): 3(2-2-0-6)

- Hoc phén tién quyét: (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses) : MI1111E, MI1121E

- Hoc phan song hanh (Corequisite Courses):
Muc tiéu: Cung cip cac kién thie va k¥ ning tinh toan vé chudi va cac phuong trinh vi phan
co ban, bién d6i Laplace mot phia, hinh thanh kién thirc Toan hoc nén tang cho sinh vién céc
nganh coéng nghé, cung cip cac cong cu toan hoc va md hinh hoa dé sinh vién str dung trong
céc bai toan k¥ thuat nhu dao dong co hoc, xtr 1y tin hiéu, va mot sd van dé thuc té lién quan
dén phuong trinh vi phan thuong.
Objective: To provide the knowledge and calculation skills on infinite series and basic
differential equations, one-sided Laplace transform, to formulate Mathematical foundations for
students of technology majors, providing mathematical tools and modeling for students to use
in engineering problems such as mechanical oscillations, signal processing, and some practical
problems related to ordinary differential equations.
Néi dung: Chudi s, chudi ham, chudi Fourier, phuong trinh vi phan cip I, phuong trinh vi
phan tuyén tinh cap II, hé phuong trinh vi phan cip I, Bién d6i Laplace, mot sé6 mo hinh bai
toan k¥ thuat.
Contents: Infinite numerical series, series of functions, Fourier series, first-order differential
equations, Second-order linear differential equations, first-order systems of differential
equations, Laplace transforms, some models and modelling of technical problems.

MI1141E Dai 50 (Algebra)

- Khéi luong (Credits): 4(3-2-0-8)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Rén luyén cho sinh vién ky nang tu duy logic, sang tao va su tap trung. Hoc xong
hoc phan nay sinh vién c6 thé hiéu va van dung cac kién thuc vé tap hop anh xa, logic, mot so
cau truc dai so trong vi¢c bicu dién cling nhu tu duy vé cac linh vuc khac nhau; nam duoc cac
tu tudng cling nhu k¥ thuat tinh toan cua dai s6 tuyén tinh. Trén co s¢ do, sinh vién c6 thé hoc



tiép cac hoc phan sau vé& Toan ciing nhu cic méon hoc k¥ thuat khac, gop phan tao nén nén tang
Toan hoc co ban cho sinh vién cac nganh k¥ thuat va cong nghé.

Objective: To form the skills of logical, creative thinking for learners. Students should be able
to have an understanding and a competence to apply the knowledge on sets, mappings, logic,
algebraic constructs in expressions and thinking on many fields. Moreover, they should be able
to understand ideas and computational techniques of linear algebra. Based on that knowledge
and skills, students could study other subjects in the engineering training program.

Ngi dung: Cac ndi dung co ban vé tap hop, anh xa, logic, cAu triic nhom, vanh, truong, truong
) phuc. Cac van dé co ban cua dai sd tuyén tinh nhu ma tran, dinh thirc, hé¢ phuong trinh,
khong gian véc to, 4nh xa tuyén tinh, véc to riéng, tri riéng, dang song tuyén tinh, dang toan
phuong va khong gian Euclide, duong va mat bac hai.

Contents: Set theory, mappings, symbolic logic, theory of groups, rings and fields, the field of
complex numbers. Basic problems in linear algebra as matrices, determinants, systems of linear
equations, vector spaces, linear mappings, eigenvectors, eigenvalues, bilinear forms, quadratic
forms, Euclidean spaces, quadratic curves and surfaces in three-dimensional Euclidean Space.

PH1120E Vit ly II (Physics II)

- Khdi luong (Credits): 3(2-1-1-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses) : Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Mon hoc niy bao gdm nhitng kién thirc co ban vé Vat 1y dai cwong phan dién tir (cac
loai truong: dién truong, tir trudong), nguon sinh ra trudng, cac tinh chat cua truong, cac dai
lugng déc trung cho trudong (cuong d9, dién the, tir thong...) va cac dinh ly, dinh luat lién quan.
Quan h¢ gitra tur truong va dién trudong. Lyc tir truong va ing dung.
Objective: This course covers the basic knowledge of general physics: Electromagnetism
(electric and magnetic fields), sources of the fields, their properties and characteristics

(strengths, potential, flux...), and the related theorems and laws. Relations between electric and
magnetic fields. Magnetic force and applications.

Ngi dung: Dién trudong tinh; Vat dan; Pién moi; Tu truong; Cam Ung dién tu; Vat li¢u tu;
Truong dién tir; Dao dong dién tir; Song dién tir; Thi nghiém ching minh.

Content: Electrostatics; Conductors; Dielectrics, Magnetic field; Electromagnetic induction,

Magnetic Materials, Electromagnetic field; Electromagnetic oscillation; Electromagnetic
waves, Demonstration experiment.

IT1110E Nhap mon lap trinh (Introduction to Programming)
- Khéi lugng (Credits): 4(3-1-1-8)
- Hoc phén tién quyét (Prerequisite): Khong (None)
- Hoc phan hoc trudc (Pre-courses): Khong (None)



- Hoc phan song hanh (Corequisite Courses): Khong (None)
Mouc tiéu: Hoc phin niy cung cap cho sinh vién cac kién thirc co ban vé 1ap trinh bao gdm: i)
cac khai niém co ban vé 1ap trinh chéng han nhu bién, biéu thirc, cau 1énh, ciu tric diéu khién,
ham; ii) cac kiéu dir liéu va cdu triic dit lidu co ban nhu xau, danh sach, tép, 16p; iii) cac khai
niém co ban vé ngoai 18, kiém thir va do 18i. T4t ca thuit toan va nguyén 1y lap trinh trong hoc
phan nay dwoc minh hoa bang Python. Hoc phan nay gitp sinh vién cam thay tu tin dé viét cac
chwong trinh nho nham giai quyét cac bai toan hiru ich.
Objective: This course introduces students to the basics of programming including: i) basic
concepts of programming such as variable, expression, statements, control flow, function, ii)
basic data types and structures such as strings, lists, files, classes; iii) basic concepts of
exceptions, testing and debugging. All algorithms and programming principles in this course
are illustrated in Python. This course helps students to feel justifiably confident of their ability
to write small programs that allow them to accomplish useful goals.
Ngi dung: Gi6i thi¢u mon hoc, cAu tric diéu khién, ham, xau, danh sach va tuple, mo-dun, tép,
16p va dbi twong, ngoai 18, kiém thir va g& rbi
Content: Introduction, Control flow, Functions, Strings, Tuples and lists, Modules, Files,
Classes and Objects, Exceptions, Testing and debugging

MI2020E X4c suit théng ké (Probability and Statistics)

- Khéi luong (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phin hoc truée (Pre-courses) : (MI1111E/MI1112E/MI1113E), (MI1121E/

MI1122E)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Cung cip cho sinh vién nhitng kién thirc vé x4c suat 1a cac khai niém va quy tic suy
dién x4c suit cling nhu vé bién ngau nhién va cic phan phdi xac suat théng dung (mot va hai
chiéu); cac khai niém co ban cia thong ké toan hoc nham gitp sinh vién biét cach xir Iy cac bai
toan théng ké trong cac mé hinh wdc luong, kiém dinh giai thiét va hdi quy tuyén tinh. Trén co
s& d6 sinh vién c6 duge mot phuwong phap tiép can voi mé hinh thuc té va c6 kién thire can thiét
dé dua ra 101 giai dung cho céac bai toan do.
Objective: The course provides students with the knowledge of probability such as concepts
and inference rules for probability as well as random variables and conmon probability
distributions (one-dimensional and two-dimensional); basic concepts of mathematical statistics
which help students in dealing with statistical problems in estimation, hypothesis testing and
linear regression. Through the acquired knowledge, students are given a methodology for
approaching practical models and finding out an appropriate solution.
Néi dung: Su kién ngiu nhién va phép tinh xac suat, dai lugng ngiu nhién, phan phdi xac sut,
véc to ngau nhién, 1y thuyét udc luong thng ké, 1y thuyét quyét dinh thong ké.
Contents: Random event and probability calculation, random variables, probability
distributions, random vectors, statistical estimation theory, statistical decision theory.



IT3020E Toan roi rac (Discrete Mathematics)

- Khéi luong (Credits): 3(3-1-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay nhim cung cip cho sinh vién mot sé phuong phép tu duy cua toan hoc
rdi rac va cac kién thirc ctia toan roi rac can thiét cho cac mon hoc chuyén nganh Coéng nghé
thong tin. Sinh vién ndm duge mot sé moé hinh va mot sb bai toan dic trung cua toan hoc roi
rac, mot s thuét toan thuong gap dé gidi céc bai toan hiru han va c6 kha nang thiét ké cac thuat
toan dé co thé thyc thi trén may tinh.
Objective: The goal of this course is to introduce students to ideas and techniques from discrete
mathematics that are widely used in computer science. This course teaches the students
techniques in how to think logically and mathematically and apply these techniques in solving
problems. For instance, to specify computational problems precisely, one needs to abstract the
detail and then use mathematical objects such as sets, functions, relations, orders and
sequences, to prove that a proposed solution does work as specified, one need to apply the
principles of mathematical logic, and to use proof techniques such as induction, and to reason
about the efficiency of an algorithm, one often needs to count the size of complex mathematical
objects.
Ngi dung: Logic, Quan h¢ va tap hop, Bai toan dém, Bai toan ton tai, Bai toan liét ké, Bai toan
tbi uu td hop, Do thi va céac thuét toan trén dd thi. ..
Content: Logic, Set and Relations, Counting problem, Existence problem, Enumeration
problem, Combinatorial optimization problem, graphs and algorithms on graphs...

IT3052E Téi wu héa (Fundamentals of Optimization)

- Khéi luong (Credits): 3(3-1-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Tbi wu hoa co rat nhidu Gng dung hiéu qua va rong rai trong moi linh vuc cua doi
song: quy hoach tai nguyén, thiét ké ché tao may, diéu khién ty dong, quan trj kinh doanh, tai
chinh, san xuit, giao thong, kién triic d6 thi...Hoc phan nay cung cap cho sinh vién co so 1y
thuyét & mac do nhat dinh vé quy hoach tuyén tinh, quy hoach nguyén, mét sb thuat toan chinh
xéac va heuristics co ban, cting cac phadn mém va thu hién dé 4p dung trong viéc xay dung cac
phan mém t6i vu tinh toan giai cac bai toan kinh té, cong nghé, ki thuat va quan 1y.
Objectives: Optimization has many effective and wide applications in all areas of life: resource
planning, machine design, automation, business administration, finance, transportation,
manufacturing, urban architecture, etc. This course provide students with theoretical

foundations of a certain degree of linear programming, integer programming, a number of



exact algorithms and basic heuristics. It also introduces optimization softwares and libraries
used to build program for solving economic, technological, technical and managerial
problems. It includes a team project in which students select and solve a problem in practice.
Néi dung: M6 hinh héa; quy hoach tuyén tinh: thuat toan don hinh; 1y thuyét ddi ngiu; quy
hoach nguyén: thuat toan cit, thuét todn nhanh va cén, thuat toan nhanh va cit, thuat toan sinh
coOt; thuit toan heuristic; bai toan dia diém; bai toan phan cong; bai toan 1 trinh van chuyén;
phan mém va thu vién t6i uu hoa.

Content: mathematical modeling; Linear programming: model formulation, simplex method:
tableau form, revised simplex method, geometric interpretation, sensitivity analysis; Integer
programming. cutting plane methods, branch and bound, branch and cut, column
generation, heuristic algorithm; location problems; assignment problem,; vehicle routing

problem; optimization programming software and libraries.

IT3312E Céu triic dir liéu va giai thuit (Data Structures and Algorithms)

- Khdi luong (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Cung cip cho sinh vién nhiing kién thtrc co ban vé cau trac dir liéu va thuét toan can
thiét cho viéc phat trién thuat toan va cai dit phin mém giai quyét cac van dé tng dung. Sau
khi hoan thanh hoc phan nay, sinh vién c6 kha niang hiéu, cai dat va ap dung cac ciu tric dir
lidu co ban nhu ngin xép, hang doi, hang doi ¢6 vu tién, danh sach, ciy va bang bam vao cac
bai toan tmg dung toan. Sinh vién phai c6 kha ning thiét ké va cai dat cac chuong trinh trong
d6 c6 str dung cac ciu triic dir liéu dé phat trién cac hé thong xur 1y thong tin. Sinh vién hiéu va
cai dat dugc cac thuat toan tim kiém, sap xép co ban nhu sip xép nhanh, sap xép vun dong, sap
xép tron, bang bam va cac thuat toan co ban trén dd thi. Sinh vién phai ndm duoc cac ky thuat
xay dung thudt toan co ban nhu dé qui, tham lam, chia dé tri, quy hoach dong dé giai quyét cac
bai toan tinh toan. Sinh vién biét cach phén tich duoc d phire tap trong ngén ngit ky hiéu tiém
can ciia cic ciu trac dir liéu va thuat toan co ban.
Objective: This course provides students basic knowledges about data structures and
algorithms for the design and development of algorithms to solve computation problems. After
the course, students will understand basic data structures likes linked lists, stacks queues, trees,
binary search trees, hash tables and will be able to apply these data structures flexibly to
different computation problems. Students also understand fundamental algorithmic paradigms
such as recursion, greedy, divide-and-conquer, dynamic programming, string matching as well
as different sorting algorithms and implement these algorithms to solve specific problems.
Students will also be able to analyze the efficiency of algorithms in term of big-O notations.
Néi dung: Khai niém vé cdu trac dit liéu va thuat toan; cac méu thiét ké thuat toan dé quy, dé
quy c6 nhé, dé quy quay lui, chia dé tri, tham lam, quy hoach dong; cac cau trac dit liéu vé danh
sach lién két, ngan xép, hang doi, cdy, cdy nhi phan; cac thudt toan sip xép chén, sip xép lua



chon, sép xép nbi bot, sip xép tron, sip xép nhanh, sip xép vun déng; tim kiém nhi phan, cay
nhi phan tim kiém, bang bam, thuat toan tim kiém x4u mau. Céu tric dir liéu biéu dién db thi,
thuat toan tim kiém theo chiéu rong, tim kiém theo chiéu sau, hang doi c6 do uu tién, cAu tric
dir liéu cac tap khong giao nhau va tmg dung vao thuat toan tim cay khung nho nhat, dudng di
ngan nhat.

Content: Definition of data structures and algorithms, algorithm paradigms with recursive,
backtracking, divide and conquer, greedy, dynamic programming; list, stack, queue, trees,
binary trees; sorting algorithms with insertion sort, selection sort, bubble sort, merge sort,
quick sort, heap sort; binary search, binary search trees, hash tables, string matching
algorithms; data structures for graphs, breadth-first search, depth-first search, priority queue,
disjoint set, applications to algorithms for shortest path, minimum spanning tree.

IT3030E Kién triic may tinh (Computer Architecture)

- Khéi lugng (Credits): 3(3-1-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan cung cap cho sinh vién cac kién thirc co ban vé kién triic tap 1énh va t6
chirc ciia may tinh hién dai, ciing nhu nhiing van dé co ban trong thiét ké méay tinh. Cac noi
dung chinh ciia hoc phan bao gdm: Tong quan vé may tinh hién dai va danh gia hi¢u ning may
tinh, céc kién thtrc co ban vé logic s6 va sb hoc may tinh, kién trac tap 1énh va co ban vé lap
trinh hop ngi, t6 chirc cac thanh phan co ban cta hé thong may tinh: bo xir 1y, bd nhé va hé
thong vao-ra, kién triic may tinh song song. Tir d6 sinh vién c6 kha ning ti uu hoa cac phan
mém, ning cao hiéu nang hé théng, khai thic va quan tri hiéu qua cac hé thong may tinh va co
nén tang tot cho viéc thiét ké may tinh. Ngoai ra hoc phan ciing cung cép cho sinh vién cac k¥
nang lam viéc nhom, k¥ ndng nghién curu.
Objective: The course provides students with basic knowledges about the instruction set
architecture and computer organization, as well as the fundamentals of computer design. The
main contents of the course include: Overview of modern computers and computer performance
evaluation;, The fundamentals of digital logic and computer arithmetic, Instruction set
architecture and basics of assembly language programming, Organization of the components
of the computer system: processor, memory and input-output; Parallel computer architectures.
After completing this course, students have the ability to optimize software, improve system
performance, exploit and effectively manage computer systems and have a good background in
computer design. In addition, the course also provides students with teamwork skills, research
skills.
Néi dung: Gidi thiéu chung; Cac kién thiic co ban vé logic sb; Hé thdng may tinh; S6 hoc may
tinh; Kién trc tap 1énh; B xtr ly; BO nhd; Hé théng vao-ra; Cac kién tric may tinh song song.
Content: Introduction to Computers Architecture; The Fundamentals of Digital Logic,
Compuer Systems; Computer Arithmetic, Instruction Set Architecture; Processors, Computer
Memory; Input-Output Systems, Parallel Computer Architectures.



IT3160E Nhap mon Tri tu¢ nhan tao (Introduction to Artificial Intelligence)

- Khéi luong (Credits): 3(3-1-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): IT3010E

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay cung cip cho sinh vién cac khai niém va ky thuét co ban cua tri tué
nhan tao: tac tir thong minh, giai quyét van d¢, logic va chimg minh ty dong, biéu dién tri thirc
va suy dién. Ngoai ra, sinh vién cling dugc gidi thiéu vé mot s khai niém va k¥ thuat nang cao
trong tri tué nhén tao: biéu dién va suy dién vdi tri thirc khong chic chan, hoc may. Thong qua
nhiém vu cua bai tap 16n, sinh vién s€ c6 dugc kinh nghiém thuc té vé xay dung mot chuong
trinh c6 tinh nang thong minh, dya trén cac ky thuét tri tu¢ nhan tao da hoc dugc. Bén canh do,
sinh vién con rén luyén duoc cac ky nang can thiét cho 1am viéc sau nay nhu k¥ ning lam viéc
nhom, ky nang nghién ciru, viét bao cdo va thuyét trinh.
Objectives: This course will introduce the basic ideas and techniques of artificial intelligence:
intelligent agents, search strategies, constraint satisfaction, logic and automatic proofing,
knowledge representation, uncertain knowledge and reasoning, machine learning. By doing a
capstone project at the end of this course, students will gain practical experience in building
an Al system. In addition, students will practice necessary skills for future work such as
teamwork skills, research skills, writing reports and presentations.
Néi dung: Gi6i thiu vé tri tué nhan tao. Téc tir thong minh. Giai quyét van dé: giai quyét van
dé béng tim kiém, cac ky thuat tim kiém nang cao, tim kiém dua trén thoa man rang budc. Tri
thirc va suy dién: biéu dién tri thirc, logic ménh dé, logic vi tir, suy dién véi logic. Suy luan voi
tri thirc khong chic chian. Cac chii dé nang cao: hoc may, xtr 1y ngon ngir ty nhién/xtr 1y
anh/robotics.
Content: Introduction to Artificial Intelligence. Intelligent agents. Problem solving: Solving
problem by searching, Adversarial search, Constraint satisfaction problems. Knowledge and
Inference: Knowledge representation, Propositional logic, First-order logic, Inference in logic.

Uncertain knowledge and reasoning. Advanced topics: Machine learning, Natural language
processing/ Computer Vision/ Robotics.

IT3090E Co sé dir li€u (Database)

- Khéi lugng (Credits): 3(2-1-1-6)

- Hoc phén tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phén song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay nham cung cip cho sinh vién cac khai niém co ban vé hé co so dit liéu
va nhitng van d€ mang tinh nguyén 1y cta cac hé co s¢ dit li€u; khai niém vé cdc mo hinh dir



li¢u trong do dac biét nhan manh vao md hinh dix liéu quan h¢, cac ngon ngir truy van CSDL;
khai thac va sir dung cac hé quan trj co sé dir liéu quan hé; cac phuong phap thiét ké CSDL;
mot s6 van dé va k¥ thuat vé quan tri h¢ CSDL nhu td chire Iuu trit, chi muc, tdi wu truy van va
dam bao tinh toan ven cua dir liéu. Bén canh dé, hoc phan ciing cung cép cac k¥ ning lam viéc
nhom, k¥ ning phan bién, k¥ ning phan tich-giai quyét van dé thong qua lam va chira bai tap,
td chirc cac nhom thao ludn cac tinh huéng/ba‘li toan thuc té ung dung cac kién thac duoc hoc
trong hoc phan nay.

Objective: This course provides students with concepts related to database, database systems
and its principles; data models with a focus on relational data model, database query
languages, practical skills in using relational database management systems, database design
methods, database technologies such as storage organization, indexing, query optimization and
data integrity. The course also provides teamwork, problem-solving and practice skills through
group discussion and presentation (during the class) and experimentation works.

Ngi dung: Cac khai niém co ban vé CSDL, md hinh dit liéu, ngon ngtr dir lidu; Thiét ké co s
dit liéu; T chirc dit liéu vat 1y; T6i wu hoa truy vAn; An toan va toan ven dit liéu

Content: Basic concepts related to Database, Data models, Data languages, Database design,
Data storage and index; Query Optimization, Data Integrity and Security

IT3101E Lap trinh hwéng d6i twong (Object-Oriented Programming)

- Khéi lugng (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): IT1110E

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): IT3312E
Muc tiéu: Mon hoc nay nham cung cap cho sinh vién cac khai niém, nguyén 1y, cac k¥ thuat
lap trinh va thiét ké chuong trinh theo cach tiép can huéng ddi tugng. Ngon ngit minh hoa 1a
ngdn ngir 1ap trinh Java. Ngoai ra mon hoc ciing cung cip cho sinh vién cac k¥ ning lam viéc
nhom, thuyét trinh va thai do can thiét dé lam viéc trong cong ty sau nay.
Objective: This course provides students with concepts, principles, methods, and techniques of
Object-Oriented Programming (OOP) with the demonstration of the Java programming
language. The course also provides students with such soft skills as team working and
presentation, which are necessary for their future jobs.
Néi dung: Sinh vién trudc tién duoc gidi thidu vé cong nghé huéng ddi twong, co ban vé ngon
ngit 1ap trinh Java va ngdén ngir mo hinh héa thong nhat UML. Tiép dén, sinh vién duoc trang
bi kién thirc vé cac nguyén 1y trong lap trinh huéng dbi tugng nhu triru twong hoa, dong goi, ké
thira, va da hinh va cach ap dung cac nguyén 1y nay dé t6i wu hoa ma ngudn theo tiép can lap
trinh huéng dbi tuong. Cac k¥ thuat két tap, hop thanh, ké thira véi 16p triru tuong va giao dién,
lap trinh tong quat, xir 1y ngoai 1¢, va lap trinh giao dién GUI s& lan lugt dugc trinh bay cho
sinh vién. Trén co s& do, sinh vién c6 kha ning thiét ké chuong trinh theo cach tiép can hudng
d6i twong va trinh bay thiét ké cia minh bang biéu do 16p trong ngdn ngit UML. Sau cing 1a
phﬁn thdo luan lién hé cua khoa hoc nay tdi cac khoa hoc lién quan trong chuong trinh dao tao
va phan thuc hanh yéu cau sinh vién van dung kién thirc trong khoa hoc trén cac case study.



Content: At the beginning of the course, the concept of object oriented technology, basics of
Java programming, and Unified Modelling Language (UML) are introduced to students. They
then get used to four object-oriented programming principles, i.e., abstraction, encapsulation,
inheritance, and polymorphism. Next, object-oriented techmniques including aggregation,
composition, abstract class, interface, generic programming, exception handling, and
graphical user interface (GUI) programming are respectively explained to students. They then
practise designing software by means of UML diagrams. The last part of the course is for
discussion to help students understand the context of the course in the big picture of the whole
education program. This part also instructs students to apply their objected programming

techniques in specific mini projects.

IT3190E Hoc may (Machine Learning)

- Khéi lugng (Credits): 3(3-1-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc may 1a mot qua trinh nho d6 mot hé thong c6 thé cai thién dugc hiéu nang d6i
vo1 mot cong viéc cu thé thong qua kinh nghiém. Hoc phﬁn nay cung cép cho sinh vién cac kién
thirc vé cac khéi niém co ban trong hoc may, cac ing dung thanh cong trong thyc té, cac giai
thuat hoc may co ban, cac uu diém va nhuoc diém cua chung, cac chu dé nang cao, cac xu
huéng phat trién, va goi y cac frameworks va cic cong cu phan mém hiru dung cho hoc may dé
sinh vién thyc hanh va stir dung. Thong qua dd 4n mén hoc duge thue hién theo nhém, céc sinh
vién c6 dugc trai nghiém thuc té vé viéc thiét ké, 1ap trinh phat trién va danh gia hiéu nang cua
mot hé thong hoc may.
Objective: Machine learning is a process by which a system can improve its performance on a
specific task through experience. The course provides knowledge on core concepts in machine
learning, successful applications in practice, traditional machine learning algorithms, their
advantages and disadvantages, advanced topics, trends, and recommends powerful software
frameworks and tools for the students' practice and use. Through a team-work course project,
the students can get a practical experience on design, implementation and performance
evaluation of a machine learning system.
Néi dung: Tong quan vé hoc mdy; cac phuong phap hoc co giam sat; cac phuong phap hoc
khong giam sat, hoc ting tudng; cac chii dé nang cao vé hoc may.
Content: Introduction of Machine learning, Supervised learning, Unsupervised learning,
Reinforcement learning, Advanced topics in machine learning

IT3910E Project 1
- Khébi luong (Credits): 2(0-0-4-8)
- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)



- Hoc phéan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay nhim muc dich hé thong hoa mét sb kién thirc co so ¢t 161 nganh,
gitip sinh vién ¢ kha ning lién két kién thirc cia mot nhom hoc phan dé xay dung mot tng
dung cu thé. Ngoai ra hoc phan ciing gitip sinh vién phét trién cac ky ning 1ap trinh chuyén
nghiép (quy udc 1ap trinh, g& rdi, kiém thir) cling nhu céc k¥ ning mém khac (1am viéc nhom,
quan 1y thoi gian, viét bao cdo, thuyét trinh).
Objective: This module aims to systematize some core background knowledge, giving students
the ability to link the knowledge of a module group to build a specific application. In addition,
the module also helps students develop professional programming skills (programming
conventions, troubleshooting, testing) as well as other soft skills (teamwork, time management,
report writing, presentation...)
Néi dung: St dung ngdn ngit 1ap trinh C/C++/Java/Python cai dat mot sb tng dung don gian
c6 str dung céc cau trac dit liéu va cac giai thudt tir don gian t&i phuc tap; Viét bao céo va thuyét
trinh két qua.
Content: Using C/C++/Java/Python programming language to implement simple applications
that use simple and complex data structures and algorithms, students are required to write a

report and present the results.

IT4785E Phit trién ing dung cho thiét bi di ddng (Mobile Programming)

- Khéi luong (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): IT3100E

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Mon hoc nay nham cung cdp cho sinh vién mét cac ki thuat lap trinh dé xay dung
g dung cho thiét bj di dong. Noi dung chinh s& tap trung vao cac 1y thuyét va cong nghé xay
dung tng dung trén nén tang Android — nén tang chiém thi phan 16n nhét trong cac thiét b di
dong hién nay. Bén canh do, sinh vién ciing s& dugc trang bi cac ky thuat dé phat trién cac Gmg
dung co thé trién khai da nén tang: Android, 10S, va Windows.
Objective: The course provides students with basic skills to develop an application on mobile
platform. The main content focuses on Android framework and technology, which are one of
the most popular mobile platforms now. Besides, this course also equips students with the
ability to understand basic ideas and some skills to build up a multiplatform application. In
addition, students will be learned about team working and presentation skills.
Noi dung: Gi6i thiéu chung vé phat trién ung dung di dong; Cau tric mot chwong trinh Android,
cac thanh phan co ban ciia Android; Lap trinh vdi giao dién co ban; 1ap trinh véi giao dién nang
cao; Luéng va bo dém thoi gian, cac thanh phﬁn thong bao; Thao tac voi file, dich vu; Lap trinh
native; Lap trinh da nén tang.
Contents: Introduction about mobile programming,; Android application structure, basic
component in Android; Basic GUI programming, advance GUI programming; Thread and



Timer, notifications. Working with File system, services; Native programming in Android;
Multiplatform programing with Xamarin.

IT4010E Nhap mon An toan thong tin (Introduction to Cryptography and Security)

- Khdi luong (Credits): 3(3-1-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phén song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nham cung cap cho sinh vién cac kién thirc co s& vé an toan thong tin dudi
gdc d6 nha ki thuat va phat trién hé thong. Sau mén hoc, sinh vién s& nam dugc buc tranh toan
canh vé an toan thong tin nhin tir 2 chiéu: tir thuc tién va tir co so 1y thuyét; hiéu cac thanh phan
va giao thirc mat ma, bai toan xac thyc, bai toan quan 1y diéu khién truy nhap, ky thuat tin cong
mang; c6 thé str dung cac cong cu mat ma mot cach ding dan dé bao vé an toan cac hé thong
may tinh.
Objective: The course provides students with the basic concepts of information security;
principles and basic construction techniques of cryptosystems, cryptographic applications.
Students will learn the process of developing information security systems, be able to design
and apply common cryptographic protocols to create security solutions for information
Systems.
Néi dung: Nguyén tic co ban trong an toan thong tin, nguyén 1y thiét ké so d6 mat ma, ma hoa
doi xung, ma hoa cong khai, chir ky s6, ham bam, bai toan xac thyuc, giao thirc mat ma, bai toan
diéu khién truy nhap, va mot s6 k¥ thuat tdn cong mang.
Content: Principles of cybersecurity, Cryptography, Private-key Cryptography, Public-key
cryptography, Digital signatures, Hash functions, Message Authentication Codes, Key

Establishment, Protocols, Authentication, Access control, Introduction to network security.

IT3070E Nguyén 1y hé diéu hanh (Operating Systems)

- Khbi luong (Credits): 3(3-1-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc truéc (Pre-courses): IT1110E

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay nham cung cdp cho sinh vién nhitng hiéu biét co ban vé nguyén ly
hoat dong cuia cac h¢ diéu hanh hién dai; gitp sinh vién hiéu va danh gia dugc cac giai thuat su
dung trong hé diéu hanh qua d6 c6 thé van dung cac giai thuat nay vao giai quyét cac bai toan
trong thuc té. Hoc phan ciing giéi thiéu mot sb dich vu hé thdng co ban (lién quan téi tién trinh,
luong, mang, bé nhé, thu muc, file) cia hé diéu hanh Windows/Linux, qua dé gitp sinh vién
nang cao k¥ nang 1ap trinh twong tranh, l4p trinh muc hé théng. Ngoai ra, thong qua cac bai tap,
bai tap 10n, hoc phén ciing gitip sinh vién phat trién cac k¥ ning can thiét cho cong viéc sau nay
nhu nghién ctru tai lidu, quan 1y thoi gian, 1am viéc nhom, viét béo cdo, thuyét trinh...



Objective: This course aims to provide students with an understanding of the core concepts of
modern operating systems. This course helps students understand and evaluate the algorithms
used in operating systems, so that they can apply these algorithms in real problems. The course
also introduces some basic system services (related to process, thread, memory, files...) of
Windows/Linux operating systems, thereby the course helps students improve their concurrency
programming and system-level programing skills. In addition, through the assignments and
course projects, this course also helps students develop the necessary skills for future work
such as document research, time management, teamwork, report writing, presentation...

Néi dung: Hoc phan gém cac ndi dung chinh: Tong quan vé hé diéu hanh; Quan 1y tién trinh
(gém céc chu dé: khai niém tién trinh va ludng; 1ap lich CPU; dong bo tién trinh; bé tic va xr
1y bé tic); Quan 1y bo nhd (phan phdi bo nhd, chuyén hoéa dia chi, bd nhé 40); Quan 1y file
(quan 1y thiét bi luu tri¥, thu muc, cai dit hé thong file); Hé thong vao ra va An toan hé thng.
Content: This course consists of main sections: Overview of Operating systems, Process
management (including topics related to processes and thread, CPU scheduling, process
synchronization, deadlock); Memory management (linking, dynamic memory allocation,
dynamic address translation, virtual memory) file management (storage devices management,

directories, file system implementation) Input output system and System protection and security.

IT3080E Mang may tinh (Computer Network)

- Khdi luong (Credits): 3 (3-0-1-6)

- Hoc phan tién quyét (Prerequisite): IT1110E

- Hoc phén hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Mon hoc nay c6 muc tiéu gitip sinh vién nam viing kién thirc vé hé thong mang may
tinh, truyén thong dit liéu trén moi trudng mang, moi trudng phan tan, lam nén tang cho viée
thiét ké, xay dyng, van hanh hé thong mang, IoT va truyén thong dir liéu.
Objective: This course aims to help students master the knowledge of computer network
systems, data communication on the network environment, distributed environment, as a basis
for designing, building and operating the network system, loT and data communications.
Néi dung: Céc khai niém co ban vé mang may tinh, mé hinh OSI va TCP/IP. Mang muc bd,
cac phuong thire da truy cp va két néi mang cuc bd sir dung Bridge, Switch, Hub. Két ni lién
mang st dung giao thirc Internet Protocol (IP) va cac van dé lién quan (dinh tuyén, danh dia
chi...). Giao thire TCP/UDP va qua trinh quan 1y két ndi, co ché ctra s6 truot, didu khién ludng,
diéu khién tic nghén... Cac ung dung phd bién trén Internet (Mail...).
Content: Basic concepts about computer networks, OSI model and TCP/IP; Local area
network, multiple access methods and local area network connection using Bridge, Switch,
Hub, Inter-network connection using Internet Protocol (IP) and related issues (routing,
addressing ...); TCP/UDP protocol and connection management process, sliding window

mechanism, flow control, congestion control, etc.; And finally, popular applications on the
Internet (Mail ...).



IT3120E Phin tich thiét ké hé thong (System Analysis and Design)

- Khéi luong (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Mouc tiéu: Hoc phan gi6i thiéu mot tiép can hudng ddi twong trong phan tich va thiét ké cac hé
théng phan mém. Sinh vién dugc cung cp cac kién thirc co ban trong viéc mé hinh hoa cac hé
thong phan mém, tir yéu cau dén cau tric va hanh vi, bao gdm ngon ngit mé hinh héa UML,
cac cong cy md hinh hoa, va quy trinh mé hinh hoa. Ngoai ra hoc phan ciing cung cap cho sinh
vién cac k¥ ndng lam viéc nhém, bién soan tai li¢u, thuyét trinh va thai d6 can thiét dé lam viéc
trong cac du 4n phat trién phan mém sau nay.
Objective: The course presents an object-oriented approach for software system analysis and
design. The course provides basic knowledge on object-oriented modeling methodology for
system requirement, system structure and system behavior, which includes object-oriented
modeling languages UML, CASE tools, and object-oriented analysis and design process. The
course also provides necessary soft skills including group working, document preparation, slide
presentation, and working attitude for the sake of student’s future careers.
Néi dung: Vong doi phat trién hé thong phan mém; k§ nghé yéu cau; phan tich chirc ning hé
théng; phan tich cAu trac hé théng; phéan tich hanh vi hé théng; thiét ké kién trac hé théng; thiét
ké chi tiét cho cac 10p; thiét ké giao dién; thiét ké co so dit lidu.
Content: Software system development life cycle; requirement enginering; software
requirement analysis; structural analysis, behavioral analysis; system architecture; class
design, Ul design, database design.

IT4654E Nhéip mon hgc sau (Introduction to Deep learning)

- Khbi luong (Credits): 3(3-0-1-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): IT3190E

- Hoc phén song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay nham cung cap cho sinh vién cac kién thirc co ban vé hoc sau va cac
g dung dién hinh cta hoc sau trong thuc té. Hoc phan trinh bay tong quan vé mang no-ron
truyén thang, sau d6 di sau vao cac kién triic phd bién nhu mang tich chap (CNN), mang hoi
quy (RNN) va mang sinh dit liéu (Autoencoder, GAN). Hoc phan ciing cung cap kién thuc va
kinh nghiém trong thiét ké, huin luyén va tdi uu mang no-ron nhiéu tﬁng. Bén canh do, hoc
phan giGi thidu cac phan cing, cong cu 1ap trinh phd bién sir dung cho hoc siu. Ngoai ra, sinh
vién dugc cung cép kién thirc vé ap dung hoc sau trong cac tmg dung dién hinh nhu nhu phat
hién d6i twong, phan vung ddi twong trong thi giac may hay sinh van ban va dich may trong xt

1y ngdn ngir tu nhién dugc. Bén canh kién thirc chuyén mén, hoc phén ciing cung cip cho sinh



vién cac k¥ ning 1am viéc nhom, thuyét trinh va thai do can thiét dé 1am viéc va tng dung cic
k¥ thuat hoc sau trong cac cong ty doanh nghiép sau khi ra truong.

Objectives: This course provides students with basic knowledge of deep learning and its applications in
practice. It starts with an overview of feedforward neural networks (FNN), then delves into deep
architectures such as convolutional (CNN), recurrent (RNN) and generative neural networks (e.g.
Autoencoder, GAN). Besides principles and experiences in designing, training and optimizing deep
neural networks, students are also given lectures in hardware and popular programming tools, in
diverse applications such as object detection and segmentation, language models and machine
translation.

In addition to academic knowledge, the course also exposes students to teamwork altitudes and
presentation skills.

Ngi dung: Gi6i thi¢u vé hoc sau, gidi thiéu vé mang no-ron, mang tich chap, huén luyén mang
no-ron, phﬁn cing va phﬁn mém cho hoc sdu, mot sb ung dung cta hoc sau trong thi gidc may,
mang hoi quy, mot s6 ing dung ciia hoc siu trong xir Iy ngdn ngit tu nhién, cic mang sinh dir
liéu, cac xu hudng mai trong hoc sau, ...

Content: Introduction to deep learning, neural networks, convolutional neural network (CNN), Neural
network learning, hardware and software for deep learning, deep learning applications in computer
vision, recurrent neural network (RNN), deep learning for natural language processing, generative

neural networks, recent advances in deep learning, ...

IT4444E Co s6 vé dién toan lwong tir (Quantum Computing Fundamentals)

- Khéi lugng (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): MI1141E, IT3312E

- Hoc phén song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan hudng ti gitp sinh vién nam viing cac nguyén 1y nén tang cua dién toan
lwong tir va cac thuat toan co ban; biét cach hién thuc, kiém ching va danh gia chiing bang mo
phong ¢ mirc thuc hanh; dong thoi rén luyén tu duy thuat toan dé van dung, tuy bién va mé
rong cho cac bai toan thyc té. Bén canh d6, hoc phan ciing chu trong phan tich tinh dung dén
va hi€u qua tinh toan cua céc thuat toan nay.
Objectives: This course aims to equip students with a solid grasp of the foundational principles
of quantum computing and its basic algorithms, to implement, verify, and evaluate them
through simulation at a hands-on level; and to cultivate algorithmic thinking to apply, adapt,
and extend these methods to real-world problems. In addition, it emphasizes analyzing the
correctness and computational efficiency of these algorithms.
Néi dung: Nhic lai co ban dai s6 tuyén tinh (khong gian Hilbert hitu han chiéu, tri riéng va
véc-to riéng); gidi thiéu khai niém da tuyén tinh/tich tensor, qubit, trang thai chong chap
(superposition) va rdi lugng tir; cic phép bién ddi chuan va do ludng; thiét ké chudi thao tac va
t6i gian hoa sb budc; mod phong nhidu/sai sé & muc co ban. Tiép theo 13 cac thuat toan tiéu biéu
nhu Deutsch—Jozsa, Bernstein—Vazirani, Simon, Bién ddi Fourier lugng tir (QFT), Udc lugng
pha (Phase Estimation) va Grover. Toan bo di kém thyc hanh bang Qiskit (Terra, Aer) dé hién



thue, kiém chtng va danh gia, cung mot bai tap tich hop mo hinh hoa mot bai toan thuc té quy
mo nho.

Content: Topics include a review of linear-algebra fundamentals (finite-dimensional Hilbert
spaces, eigenvalues and eigenvectors); an introduction to multilinear concepts/tensor products,
qubits, superposition, and entanglement; standard operations and measurement; designing
sequences of operations and reducing step counts, and basic noise/error simulation. The course
then proceeds to representative algorithms such as Deutsch—Jozsa, Bernstein—Vazirani, Simon,
the Quantum Fourier Transform (QFT), Phase Estimation, and Grover. Throughout, students
practice with Qiskit (Terra, Aer) to implement, verify, and evaluate these methods, culminating

in an integrated exercise that models a small real-world problem.

IT3106E Lap trinh hé thdng (System Programming)

- Khdi lugng (Credits): 3(3-1-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Trang bi cho sinh vién cac co ché lap trinh khai thac hiéu qua cac thanh phan co ban
ma hé diéu hanh cung cip nhu: tao va quan Iy tién trinh (process), ludng (thread), lap lich
(schedule), giao tiép giita cac tién trinh, ludng va cac co ché dong bd hoa (synchronization);
giao tiép vao/ra cac thiét bi (10 devices), tép tin (files); quan 1y bé nhé (memory management);
1ap trinh giao tiép mang (socket, TCP/IP protocol); str dung céc 101 goi hé thdng (system calls).
Céc vi du 13p trinh dugc minh hoa trén ngdén nglt C va h¢ diéu hanh Linux/Unix (POSIX
standard). Két thiic hoc phan, sinh vién s& c6 du kién thirc va kinh nghiém dé c6 thé viét nhiing
doan ma khai thac tot hiéu qua hé théng trong nhitng phan mém tir co ban dén chuyén sau.
Objective: This course offers students with programming techniques to develop basic
components which are provided by operating system such as creating and managing processes,
threads, scheduling, communicating among processes, thread and sychronization;, 10
interfaces, files;, memmory management; socket programming, system calls, etc. Sample codes
are developed in C language on Linux/Unix operating system. After this course, students will
understand more about the operating system, and therefore are able to write some advance
programs which exploit system effectively.
Néi dung: Theo tac véi tép, quan Iy bd nho, tién trinh, ludng, giao tiép lién tién trinh, giao tiép
bang socket, trinh diéu khién thiét bi.
Content: Working with files, memory management, process, threads, inter-process
communication, sockets, device drivers.

IT3180E Nhap mén Cong nghé phin mém (Introduction to Software Engineering)
- Khéi luong (Credits): 3(2-2-0-6)
- Hoc phan tién quyét (Prerequisite): Khong (None)



- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan cung cép cho sinh vién céac kién thirc vé cac hoat dong chinh trong vong
doi phén mém, bat dau tir mot y tudng hodc nhu cau tir khach hang, dugc thoa man mot phz‘in
hodc toan bd badi phén mém va két thac khi phén mém khong duoc stir dung nira. Cac hoat dong
chinh bao gdm: cac quy trinh phat trién phan mém (bao gdbm k¥ nghé yéu cau phan mém, thiét
ké va xay dung phan mém, tich hop phin mém, kiém thir chit lugng phan mém), trién khai,
van hanh va bao tri phin mém trong thyc tién. Trong d6, hoc phan tip trung vao cac kién thirc
vé mo hinh phat trién phén mém hién dai (thac nudc, mau thir, xodn bc, 1ap, linh hoat), quan ly
du an phan mém, quan 1y cau hinh, phién ban va dam bao chét luong phin mém. Sinh vién
duogc trai nghiém phat trién mot phﬁn mém theo quy trinh trong thuc tién tr xac dinh yéu clu,
phan tich thiét ké, lap trinh, kiém tht, va trién khai phﬁn mém qua bai tap/bai tdp 16n. Ngoai ra,
hoc phan ciing cung cip cho sinh vién cac k¥ ning lam viéc nhom, thuyét trinh va thai do can
thiét dé 1am viéc va ing dung céc k¥ thudt trong cac cong ty, du an phin mém sau nay.
Objective: The course provides students with the main activities of the software life cycle
processes beginning with an idea or a need that can be satisfied wholly or partly by software
and ends with the retirement of the software. The mains activities include software development
processes (i.e. software requirement engineering, software design and construction, software
integration, software qualification testing), software delivery, operation and maintenance. The
course introduces modern software models (waterfall, prototype, iterative, agile), basic
software project management, configuration and version management, and software quality
assurance. Students will experience the software development process in practice from defining
requirements, analysis and design, programming, testing, and software deployment through
exercises and capstone project. In addition, this course also equips students with teamwork and
presentation skills as well as attitudes needed for future works in software development
companies.
Néi dung: Vong doi phan mém, quy trinh phat trién phan mém, mé hinh phat trién phin mém,
cac phuong phap phat trién phan mém linh hoat, ki nghé yéu cau phan mém, phuong phap thiét
ké phan mém, cac k¥ thuat kiém thir va bao dam chat lwong phan mém, quan 1y cdu hinh phan
mém, quan 1y dy an phan mém.
Content: Software Life Cycle, Software Development Process, Software Models, Agile
Methodology for Software Development, Software Requirement Engineering, Software Design
Methods, Software Quality Assurance and Software Testing Techniques, Software
Configuration Management, Software Project Management.

IT4025E Mat ma ung dung (4pplied Cryptography)
- Khéi lugng (Credits): 2(2-1-0-4)
- Hoc phén tién quyét (Prerequisite): Khong (None)
- Hoc phan hoc trudc (Pre-courses): Khong (None)
- Hoc phén song hanh (Corequisite Courses): Khong (None)



Muc tiéu: Mat mi 1a cong cu khong thé thiéu dé bao vé an toan thong tin trong cac hé théng
may tinh. Mon hoc Mat Ma Ung Dung dung gitip sinh vién hiéu cac thanh phan co ban ctia mét
mi va str dung chiing mot cach dung dén.

Objective: Cryptography is an indispensable tool for protecting information in computer
systems. In this course, students will learn the inner workings of cryptographic systems and
how to correctly use them in real-world applications.

Ngi dung: Mon hoc gidi thi¢u kién thirc co ban vé mat ma hién dai: ma déi xung, ma cong
khai, ham bam, so dd ma hoa c6 xac thuc, chir ky dién tir va cac giao thirc mat ma. Ngoai ra,
cac phuong phap tin cong va phuong phép chimg minh tinh an toan ctia mét s6 so dd mat ma
cy thé ciing duoc trinh bay chi tiét.

Content: The course introduces the basics of modern cryptography: symmetric encryption,
public-key encryption, hash functions, authenticated encryption, digital signatures, and
cryptographic protocols. In addition, the attacks and the provable security of some
cryptographic schemes are also detailed.

IT4260E An ninh mang (Network Security)

- Khéi lugng (Credits): 3(2-2-0-6)

- Hoc phén tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phén song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay cung cip céc kién thirc co ban vé an toan an ninh thong tin trén moi
trrong mang, cac nguy co bdo mat va cac gidi phap an toan thong tin trén mang TCP/IP, mang
LAN, WAN, céc ky niang phén tich, nhan dién cic hanh vi tan cong trong mang, quét va ra roat
16 héng an toan bao mat trén céc dich vy mang.
Objective: The course provides fundamental knowledge of information seurity in networked
environment, security risks, and solutions for preserving security in TCP/IP network, LAN,
WAN. In this course, students will improve skill of analyzing, indentifying network attacks,
unauthorized behaviors of network users and threads, scanning for network system and service
vulnerabilities.
Noi dung: M6 hinh an toan an ninh mang, ing dung cac h¢ mat ma trong céc giao thirc mang,
giao thirc x4c thuc; Phan tich 16 hong va cic nguy co bao mat trén bd giao thirc TCP/IP; cac
nguy co an toan bao mat ddi véi mang LAN va WLAN, 16 hong va cac nguy co ciia cac dich
vu mang.
Contents: Network security models, Applications of cryptography to network security,
Authentication protocols, Network security protocols (SSL, IPsec); Vulnerability scanning of
network systems and services.

IT3930E Project 11
- Khbi lugng (Credits): 2(0-0-4-8)
- Hoc phan tién quyét (Prerequisite): Khong (None)



- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay gitp sinh vién lam quen voi viée tim hiéu va giai quyét cac bai toan
ly thuyét hodc cong nghé va van dung céac kién thic thu nhan dugc vao giai quyét mot sb bai
toan cu thé. Ngoai ra hoc phan ciing gitip sinh vién phat trién cac ky ning lam viéc nhom,
nghién ctru tai liéu, viét bao cdo, thuyét trinh.
Objective: This module helps students get familiar with the study of theoretical or technological
problems and apply the acquired knowledge to solve some specific problems. In addition, the
module also helps students develop personal skills such as teamwork skills, document research,
report writing, and presentation.
Ngi dung: Sinh vién dugc chia thanh cac nhom, mdi nhém do mot giang vién phu trach va
duoc giao nhiém vu tim hiéu mot bai toan ly thuyét hodc mot van dé cong nghé cu thé. Sinh
vién van dung céc kién thirc thu nhan duoc dé quyét bai toan dat ra, 1ap bao cao va thuyét trinh
vé cac cong viéc da thuc hién.
Contents: Students are divided into groups; each group is led by a lecturer and are tasked with
understanding a specific theoretical problem or technology problem. Students apply the
knowledge gained to solve the assigned problem, write report and present the work done.

IT4815E Thiét ké va quan tri mang IP (IP Network Design and Management)

- Khéi luong (Credits): 2(2-0-1-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan hudng dén cung cip cho sinh vién céc kién thirc chuyén sau vé mang IP.
Keé thuc hoc phan, sinh vién c6 theé lam chit mdt mang IP theo md hinh switching hodc routing,
bao gom tir khau phan tich yéu cau, thiét ke logic hé thong mang, trién khai cac thiét bi physic
cho hé thong mang, va xay dung cling nhu van hanh cac dich vu trén mang IP nay.
Cac kién thirc méi vé cong nghé mang IP ciing duoc dé cap ¢ mirc gidi thiéu, gitip sinh vién c6
thé lwa chon cac huéng nghién ctru chuyén sau.
Objective: This course aims to provide students with in-depth knowledge of IP networks
technologies. By completing this course, students can master an IP network by both switching

or routing mechanism, including requirements analysis, network system logic design,
deployment of physic devices, and build and operate the services on this IP network.

New knowledge on IP network technology is also mentioned at the introductory level, enabling
students to select further research direction.

Néi dung: Kién thirc chuyén sau vé mang IP, phuwong phép thiét ké mot mang IP, cac k¥ thuat
trién khai mang IP ndi bd va két ndi voi mang [P cong cong (Internet), cac k¥ thuat trién khai
cac dich vu trén mang IP ndi b va lién két véi cac dich vy tuong Gng trén mang Internet.

Mot phan 16n thoi lwong ciia hoc phan nay 1a cac bai thuc hanh.



Contents: Profesional knowledge of IP network technology, method of designing an IP
network, techniques for deploying private IP network and how to connect with public IP
network (Internet), techniques for deploying services on private IP network and cooperate with
the services on the Internet.

A part of this course is organized by hands-on sessions.

1T2030 Technical Writing and Presentation

- Khbi lugng (Credits): 3(2-2-0-6)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Sau khi hoan thanh khoa hoc, sinh vién s& c6 kha ning viét cac tai liéu khoa hoc va
ky thuat mét cach chinh xac va chuyén nghiép cling nhu trinh bay cac bao cdo nay cho khan
gia mot cach ty tin va thuyét phuc.
Objective: Upon the completion of the course, students will have the ability to write scientific
and technical documents in a correct and professional way as well as present these reports to
the audience in a confident and convincing way..
Noi dung: Khoa hoc s& cung cip cho sinh vién cac nguyén 1y va k¥ nang viét cac tai liéu khoa
hoc k¥ thuat va thuyét trinh hiéu qua. Sinh vién dugc gidi thiéu toan bd qua trinh viét bao gdbm
1ap ké hoach, soan thao, danh gia va chinh sira. Cac van dé vé phan tich cac muc tiéu ctia vin
ban, t6 chirc thong tin, str dung cac cong cu hd trg dd hoa cling dugc gidi thigu. Nho do, sinh
vién c6 thé viét bao céo k¥ thuat, luan van, tom tit, dé xuat, CV, v.v ... mot cach chinh xac va
chuyén nghiép. Ngoai ra, cac k¥ ning thuyét trinh hiéu qua nhu st dung giong noi, thay doi
giong diéu, ngdn ngir co thé cling duoc gidi thiéu trong khoa hoc nay. Trong khoa hoc, sinh
vién s& 1am viéc theo nhom dé hinh thanh y twong va chuan bj cac tai liéu can thiét cho bai viét
va thuyét trinh, tor d6 rén luyén k¥ nang lam vi¢c nhém va thai do lam viéc tich cuec.
Contents: The course aims to provide students principles and skills of writing scientific and
technical documents and making effective presentations. Students are introduced to the entire
writing process including planning, drafting, evaluation, and editing. The problems of
analyzing the objectives of the text, organizing information, using graphical support tools are
also introduced. As a result, students can write technical reports, theses, abstracts, proposals,
CVs, etc. in a correct and professional way. In addition, effective presentation techniques such
as using voices, changes of tone, body languages are also introduced in this course. During the
course, students will work in groups to formulate ideas and prepare the necessary materials
for the writing and presentation, thereby training teamwork skills and positive working
attitudes.

EM1010 Quan tri hoc dai cwong (Introduction to Management)
- Khéi luong (Credits): 2(2-1-0-4)
- Hoc phan tién quyét (Prerequisite): Khong (None)



- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hiéu duogc Quan tri hoc va vai tro ctia quan tri trong viéc cao hi¢u qua hoat dong cua
t6 chtre. Hiéu dugc duoc cac kién thirc vé cac chirc nang quan tri trong quan trj 1 t chuc. Biét
cach van dung cac ndi dung 1y thuyét vé nhitng nguyén tic quan tri, nguyén tic va phuong phap
1ap ké hoach, cac mé hinh t6 chirc, phuong cach lanh dao, phuong phép kiém tra trong quéan 1y
t6 chirc.
Objective: The course provides basic knowledge of the concept, nature, and roles of
management, a number of approaches to the management of an organization, business
environment, decision-making process in an organization, managerial functions such as
planning, organizing, leading, controlling in a company. After completing this course, students
will be able to: grasp the basic knowledge of business management, understand the operating
environment of an organization, apply that knowledge into the learning process related to
management of an organization at the university in the immediate future and future work;
understand the management functions of planning, organizing, leading and controlling in an
organization, improve the communication, presentation, teamwork, planning, time
management, analytical, decision-making skills, .. and apply the knowledge and skills to
manage a specific organization or business.
Noi dung: Téng quan vé quan tri mat td chuc: g@)m cac kién thire nhu khai niém vé quan tri,
qua trinh quén tri, nha quan ly 1a ai? Ho 1am viéc & dau? Ho c6 nhiing vai tro quén tri gi? Khai
niém veé to chire, cac dic diém ctia mot t chirc, moi truong hoat dong ciia mdt t chirc.
Churc nang vé 1ap ké hoach gém cac ndi dung vé khai niém, vai trd cua cong tac lap ké hoach,
cac loai ké hoach, cac cin ctlr, phuwong phép va quy trinh 1ap ké hoach, cac yéu té anh huong
dén cong tac lap ké hoach
Chtic nang t6 chirc bao g@)m cac ndi dung: khai niém va vai tro cua churc nang t chirc, cac nodi
dung ctia chirc nang t6 chirc: thiét ké co cdu, thiét ké qua trinh t6 chirc quan 1y, to chirc nhan
su.
Churc nang 1anh dao bao gém cac khai niém vé chuc nang lanh dao, ndi dung va vai tro ctua
chtrc ning lanh dao, cac phong cach lanh dao phd bién trong céc to chirc
Chtic nang kiém tra bao gém cac khai niém vé hoat dong kiém tra, cac vai tro cua chuc nang
kiém tra, cac phuong phép va hinh thic kiém tra, dic diém cua mot hé théng kiém tra hiéu qua
va cac nguyén tic kiém tra c6 hiéu qua.
Contents: Overview of management of an organization: including the concept of management,
the management process, and identify who is the manager? Where do they work? What are the
manager’s roles? The concept of organization, the characteristics of an organization, the
operating environment of an organization.

Planning function includes the definition of planning, the roles of planning, the types of plans,
planning methods and processes, and factors affecting to the quality of a plan.

Organizing function includes definitions and roles of organizational function, the contents of
organizational functions: organizational structure design, management process development
and human resources management.



Leading function include definition of leadership, the contents and role of leadership functions,
and popular leadership styles.

Controlling function includes the definition of controlling, the roles of controlling function, the
methods and types of controlling, the characteristics of an effective control system and
controlling principles.

EM1180 Vin héa kinh doanh va tinh than khéi nghiép (Business Culture and
Entrepreneurship)

- Khéi luong (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Trang bi cho sinh vién nhimg kién thirc va k¥ nang:
Hiéu nhiing kién thirc co ban vé vin hoa va vian hod kinh doanh, vai tro anh huong ctia van hoa
kinh doanh nhu mot nhan t6 quan trong doi véi su phat trién kinh doanh trong doanh nghiép.
Hiéu biét va c6 tinh than khoi nghiép (Entrepreneur) néi chung; khoi nghiép cong nghé
(Startup) noi riéng.
C6 kha ning tao lap, phan cong nhiém vu, phdi hop cong viéc trong lam viéc nhom
Biét nhan dién va thu thap céc tai liéu can thiét qua sach vo, quan sat, phong van.
Objective: The course equips students with knowledge and skills about the basic knowledge of

culture and business culture, the role of business culture as an important factor for business
development in enterprises. After finishing the course, the students will be able to:

- Understand and have an entrepreneur spirit in general; technology startup in

particular.

- Have the ability to create, assign tasks, coordinate work in group work.

- Identify necessary documents through books, observations, interviews.
Ngi dung:
Gi6i thiéu khai quat vé van hoa doanh nghiép va vai trd ciia vin hoa doanh nghiép: Khai niém
van hod; Van hoa doanh nghi¢p; Van hod doanh nhan; Van hod doanh nghiép; Van hoa doanh
nghiép
Triét Iy kinh doanh: Khai niém, vai tro cta triét Iy kinh doanh; No6i dung cta triét Iy kinh doanh;
Cach thtrc xay dung triét 1y kinh doanh ctia DN;; Triét 1y kinh doanh ctia céc doanh nghiép Viét
Nam
Dao duc kinh doanh va trach nhiém xa hoi: Khai niém, vai tro cua dao dirc kinh doanh; Trach
nhi¢m xa hdi ctia doanh nghiép; Céac khia canh thé hién cua dao dirc kinh doanh
Vin hoéa doanh nhéan: Khai niém vian hod doanh nhan; Cac nhan t anh huong dén van hoa
doanh nhan; Cac bo phan cAu thanh van hod doanh nhan; Phong cach doanh nhan; Céc ti€u
chuén danh gia vin hoa doanh nhan



Van hoa doanh nghiép: Khai ni€ém van hoa doanh nghi¢p; Cac budc xay dung van hoa doanh
nghiép; Cac md hinh vin hoa doanh nghiép trén thé gi6i; Thuc trang xay dung vin hoa & cac
doanh nghiép Viét Nam; Giai phap xay dung mo hinh van hoa doanh nghi¢p phu hop & Viét
Nam.

Content:

An overview of corporate culture and the role of corporate culture: Concept of culture;
Corporate culture; Business culture.

Business philosophy: Concept, the role of business philosophy, Content of business philosophy,
How to build business philosophy of enterprises;, Business philosophy of Vietnamese
enterprises.

Business ethics and social responsibility: Concept, role of business ethics; Corporate social

responsibility;, Expressive aspects of business ethics.

Entrepreneurial culture: The concept of entrepreneurial culture; Factors affecting
entrepreneurial culture; The components of entrepreneurial culture; Entrepreneurial style;
Evaluation standards for entrepreneurial culture.

Corporate culture: Concept of corporate culture; Steps to build corporate culture; Business
culture models in the world; Current situation of cultural construction in Vietnamese

enterprises; Solutions to build a suitable corporate culture model in Vietnam.

Entrepreneurial spirit: Concept and meaning of entrepreneurial spirit; Forms of entrepreneur
and technology start-up; Select a start-up model.

ED3280 Tam ly hoc wng dung (Applied Psychology)

- Khéi lugng (Credits): 2(1-2-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Cung cap cho sinh vién nhiing kién thirc co ban cia khoa hoc tdm 1y va ting dung
trong cudc song ciing nhu trong hoc tap va hoat dong nghé nghiép. Gitp sinh vién hiéu vé ban
than, hi€u ve nguodi khéc, tir dd c6 hanh vi, ing xtt mt cach thich hop, nang cao hi¢u qua hoc
tap, lam chu cam xuc, phat trién va hoan thién nhan cach cua ban than thich tng véi sy thay
doi cua xa hoi va cua co cau nghe nghi¢p trong tuong lai.
Rén luyén ky nang 1am viéc nhom, k¥ ning ra quyét dinh, k¥ nang thuyét trinh, k¥ ning dua va
nhan cac thong tin phan hoi va thai dg can thiét dap ung vdi nghe nghi¢p trong tuong lai.
Objective: This subject aims at providing students the basic knowledge about psychological
science and its application in reality as well as learning progress and career activities. Student
can also better understand of themselves and other people for more proper behaviour, effective

learning, better motional self-control and personality development in order to adapt to social
changes and the future career.



Moreover, the subject is beneficial to training teamwork skill, decision making skill,
presentation skill and skills to give and receive feedback and appropriate attitudes towards the
future career.

Ngi dung:

Kham pha vé doi séng tdm 1y con ngudi: Su can thiét cua tAm 1y hoc trong cudc séng va hoat
dong nghé nghiép; Khai niém tam 1i, tim Iy hoc; Ban chét, chirc ning cua tim 1y nguoi; Cac
hién tuong tam 1y co ban.

bic diém tim 1y lta tudi sinh vién va cc hoat dong co ban cua sinh vién k¥ thuat: Dac diém
tam 1y 1ra tudi sinh vién; Nhitng diéu kién anh hudng dén sy phat trién tim 1y Itra tudi sinh
vién; Piac diém tam 1y Ita tudi sinh vién; Pac diém tdm 1y 1a tudi sinh vién; Hoat dong hoc
tap, hoat ddng NCKH va hoat dong chinh tri - xa hdi cia sinh vién trong nha truong

Xay dung bau khong khi tich cuc cho sinh vién trong nha truong: Céc hién twong tim li x4 hoi
thuong gdp trong nhoém hoc tap va tap thé sinh vién; Mot s6 qui luat tdm 1i xa hoi tdc dong dén
tap thé sinh vién; Nhiing van dé xung dot trong nhém hoc tép cia sinh vién

Phat trién tu duy sang tao va ning lyc sang tao k¥ thuat cho sinh vién: Hoat dong sang tao; Tu
duy sang tao; Mdi quan hé giira tu duy sang tao va ning luc sang tao; Cac nguodn kich thich
sang tao va d6i mdi tu duy sang tao cua sinh vién trong nha trudng Pai hoc; Nhing yéu té can
tré tu duy sang tao va cach khic phuc; Huan luyén ki ning sang tao ki thuat va cac phuong
phap sang tao ki thuat ctia sinh vién; Hudn luyén ki ning sang tao ki thuat va cac phuong phap
sang tao ki thuat cua sinh vién.

Nhan cach va nhan céch sang tao: Nhan cach - Céc phém chét nhan cach; Pic diém kiéu nhan
cach sinh vién véi hoc tap va nghé nghiép; Nhan cach sang tao - Chan dung nhan cach sang
tao.

Contents:

Exploring the human psychological life; The necessity of psychology in life and technical
career; The psychological processes, states and attributes of individuals and society with

characteristics, laws and mechanisms that arise and form psychological phenomena.

Subject is applied in the learning activities of technical students in the missions such as
characteristics of learning activities, communication activities, scientific research activities of
technical students, some psychological-social laws affect the psychological atmosphere of the
student team and collective in the learning of school; The issues of psychological contradiction
in learning groups and the adaptation of students with technical learning.

Career personality; Personality type characteristics of students with learning and technical
occupations, Occupational personality structure; Creative thinking developing, creative
capacity of technical laborers, Required capacity and quality of students to adapt to future
careers in the current technology context.

ED3220 K§¥ ning mém (Soft Skills)
- Khébi luong (Credits): 2(1-2-0-4)
- Hoc phan tién quyét (Prerequisite): Khong (None)



- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Mouc tiéu: Cung cip cho sinh vién tim quan trong cta cac ki nang phat trién ca nhan trong hoc
tap, cong viéc va cudc séng; trang bi cho sinh vién cac kién thuc cot 161 dé phat trién cac ki
nang c4 nhan; gitip sinh vién thuc hanh, luyén tip dé co ban hinh thanh cac ki ning phat trién
ca nhan; qua do, sinh vién c6 dugc thai d§ nhan thirc dung dén vé nhu ciu rén luyén cac ki nang
hoc tap va lam viéc thiét yéu, thich ing véi xa hoi hién dai va thyc tién nghé nghi¢p trong tuong
lai.
Céc ki nang phat trién ca nhan bao gém: Tim hiéu ban than, xac 1ap muc ti€u ca nhan; Phat
trién tu duy tich cuc, sang tao va d6i méi; Quan 1y thoi gian hiéu qua; Nghé thuat giao tiép va
thuyét trinh; Nghé thuat thuyét phuc duva trén tdm 1i; Lam viéc nhom hiéu qua.
Objective: students is able to:

- Identify the importance of personal development skills at school, at work and in their
life; Analyze the fundamental knowledge to develop personal skills, Practice the steps
to basically form the personal development skills; Aware of the need to practice skills
of studying and working adapting to modern society and future career.

- Personal development skills include: Being proactive and setting personal goals;
Developing positive thinking, Managing time effectively; Communicating (Small Talk
and Big Talk, Listening Skills, Persuasion, Presentation); Working in a team.

Ngi dung: Nhom va lam viéc nhom: Tai sao phai lam viéc nhom; Kién thic co ban vé nhom;
Gidi thidu ky ning ca nhan nén tang dé 1am viéc theo nhom; Gidi thiéu K§ ning c4 nhéan trong
phéi hop véi cac thanh vién khac.

K¥ ning ca nhan nén tang - Thanh tich ca nhan: Tu duy tich cuc; Gid tri séng; Quan 1y thoi
gian.

K¥ ning ca nhan phdi hop - Thanh tich tap thé: Giao tiép hiéu qua; Thuyét trinh hiéu qua; Nghé
thuat thuyét phuc.

K¥ ning to chirc tham gia hoat dong nhom: Thanh 1ap nhém; Hop nhém; Lap va theo doi ké
hoach; Giai quyét céc van dé nhom; Panh gia hoat dong nhom.

Contents:

Team and Teamworking: Why to work in a team; Fundamental knowledge of a team;
Introduction to basic personal skills of teamworking,; Introduction to interpersonal skills in
teamworking.

Basic Personal Skills — Personal Achievements: Positive Thinking; Living Values, Time-
Management (Managing ourselves).

Interpersonal Skills — Team Achievements: Effective Communication & Listening;
Presentation, Persuasion.

Organization Skills in Teamworking: Team Building; Meetings, Setting and Monitoring Plans,
Solving Problems; Evaluating Teamworking.



ET3262 Tu duy cong nghé va thiét ké ky thuat (Technology and Technical design
thinking)

- Khdi luong (Credits): 2(1-2-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Cung cip cho sinh vién tu duy vé cac budc trong quy trinh thiét ké san pham. Cung
cap cac kién thirc va k¥ ning vé cic budc thiét ké san pham dung ngay tir dau giup giam thoi
gian thiét ké san pham coéng nghé. Cung cd cac ky niang lam viéc nhom, thuyét trinh, 1én ké
hoach, viét bao cao va thai 4o can thiét trong cong viéc.
Objective: Provide students with thinking about the steps in the product design process.
Providing knowledge and skills on steps to design products properly from the beginning helps
to reduce the time to design technology products. Strengthen teamwork skills, presentation
skills, skills in planning, writing reports as well as necessary attitudes at work.
Néi dung: Vé kién thirc: Quy trinh chung cua thiét ké k¥ thuat; K§ nang giai quyét van dé; Quy
trinh thiét ké k¥ thuat; Ky thuat xac dinh bo chi tiéu ki thuat trong quy trinh thiét ké; Lap bang
ké hoach nham thiét ké san pham; K¥ thuat lya chon giai phap thay thé trong quy trinh thiét ké;
K¥ ning kiém dinh.
Gi6i thiéu Thiét ké thyc nghiém (DoE): Nguyén 1y co ban ctia DoE; Di sau vao nhan dang va
xé4c dinh van dé, lva chon cac nhan t6 anh hudng; Phuong phép xac dinh kich thude mau.
Content:
Knowledge: General process of technical design; Problem-solving skills; Engineering design

process, techniques to create specifications of products, techniques to develop a plan to design

products; techniques to select best alternatives, and techniques for Testing.

Introduction to Design of Experiment (DoE): The basic principles of DoE; go in depth in
defining problems, methods of selecting influence factors, methods of determining sample size.

Competition between teams: Each team designs and completes a product defined in week 1,
Final Report; Final Presentation on the whole product design process, Examination of all
learned skills as the module’s learning outcomes.

TEX3123 Thiét ké my thuit cong nghiép (Industrial Design)

- Khéi luong (Credits): 2(1-2-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: mon hoc ndy nham cung cip cho ngudi hoc nhitng kién thirc co ban nhit vé thiét ké
vo1 mot sO nguyén tac trong thiét ké san pham, qua trinh thiét ké my thuat cong nghiép, cac yéu
to thiét ke, cac nguyén tac trong bo cuc thiét ke, ho so thiét ké. Giup ngudi hoc ¢ ky nang van



dung hiéu biét vao viéc nghién ctru, tong hop, danh gia va thuyét trinh vé giai phéap cai tién,
phat trién thiét ké my thuat san pham trong san xut cong nghiép.

Ngoai ra mon hoc ciing cung cip cho sinh vién cac k§ ning 1am viéc nhom, thuyét trinh va thai
d6 can thiét dé 1am viéc trong cong ty sau ndy.

Objective: This subject aims to provide learners with the most basic knowledge of design and
a number of principles in the product design, the industrial design process, design elements,
the principles in design layout, the design documentation. Besides, this subject helps learners
have the skills to apply knowledge in researching, synthesizing, evaluating and presenting the
solutions of the improvement and development of artistic designs in the industrial production.

The subject also provides students with teamwork skills, presentations, and attitudes needed to
work in the company.

Néi dung: Tong quan vé my thuat cong nghiép: khai niém vé san pham va thiét ké my thuat
san pham cong nghi¢p. Vai trd ctia tu duy thiét ké va thiét ké my thuat cong nghiép, mot s6
nguyén tic trong thiét ké san pham, nguyén tic Ergonomics trong thiét ké san pham.

Qua trinh thiét ké m¥ thuat céng nghiép: hinh thanh nhiém vy thiét ké, xay dung nhiém vy thiét
ké, hinh thanh va xay dung giai phéap thiét ké, hoan thanh giai phap thiét ké.

Céc yéu t6 trong thiét ké my thuat cong nghiép: hinh dang, duong nét, mau sic, kich c¢d, chét
liéu va khong gian.

Céac nguyén tic trong bd cuc thiét ké: can bang, nhip diéu, thong nhat, diém nhan. Nhén thirc
dugc vé su hai hoa duoc tao nén trong bd cuc ctia san pham thong qua sir dung cic nguyén tic
ctiia bd cuc thiét ké

Ho so thiét ké my thudt cong nghi¢p: khai niém, vai tro, phan loai, yéu cau, cAu trac, trinh bay
va danh gia. Tir d6 gitip nguoi hoc nhan thirc vai tro ciia hod so thiét ké, thyc hién 1ap hd so cho
mdt phuong an thiét ké san pham va trinh bay.

Content: Overview of Design: Provide the learners with the most basic knowledge about the
industrial art design: product concept and the art design of industrial products (from single
product design to design style of product system of the company or corporation), the role of
industrial art design and thinking design and some principles in product design, Ergonomics
principles in product design.

The process of industrial art design: Provide learners with basic knowledge about: The process
of industrial art design (forming and creating the Designing tasks and the designing solutions,
completing designing solutions).

Design Elements: Providing learners with basic knowledge about the elements of industrial art
design: shapes, lines, colors, sizes, materials, and space. This helps the learner to perceive the
product from the point of view of product design, to explain and to understand more deeply
about the visual elements of the industrial design.

Design Composition Principles: Providing learners with basic knowledge about principles in
industrial arts design: Balance, rhythm, unity, emphasis. This helps the learner to be aware of
the harmony that is generated in the product through the use of design layout principles.



Design Portfolio: Providing learners with knowledge on industrial design art profiles:
Concept, role, classification, requirements, structure, presentation and evaluation. This helps
the learner to understand the role of the design file, make a profile for a product design plan
and present it.

IT4432E H¢é thong xac thwe sinh tric (Biometric Authentication Systems)

- Khdéi luong (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Mouc tiéu: Hoc phan cung cap nhitng kién thirc chuyén sau vé sinh tric hoc, qua trinh thu nhén,
tién xir 1y va trich chon dic trung sinh tric hoc khuén mat, van tay, long ban; M6 hinh két hop
da sinh tric; Cac k¥ thuat duoc st dung trong nhan dang va xéac thuc sinh tric hoc.
Objective: This course provides students with a deep understanding of biometrics, individual
biometric modalities, including face, fingerprint, palmprint. It also discusses the operation of
a biometric system and gives an introduction of multibiometric systems.
Néi dung: Tong quan vé sinh tric hoc; Hé thong nhan dang va xac thuc sinh tric hoc khuén
mat, van tay, long ban tay; M6 hinh nhén dang va xac thuc da sinh tréc.
Contents: Introduction to biometrics, Fingerprint recognition, face recognition, palmprint

recognition; The law and use of biometrics, Introduction to multibiometrics.

IT4527E Blockchain va wng dung (Blockchain and Applications)

- Khéi luong (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Cong nghé blockchain co thé lam thay doi quy trinh nghiép vu cac cac ung dung IT
ngay nay. Cac dic diém ndi bat ctia cong nghé nay bao gdm tién 4o, chdng gia mao dit liéu, kha
ning xac minh giao dich va hgp dong thong minh. Muc tiéu ciia khéa hoc nay 1a cung cip cac
kién thirc & khia canh k¥ thuat va cong nghé cho nguoi hoc lién quan t6i blockchain bao gdm:
phan tan, ma hoa, cac co ché déng thuan. Nguoi hoc cling sé duoc hoc vé nguyén ly hoat dong
ctia hé thong blockchain, thuc hanh phat trién cdc phin mém dua trén cong nghé niy bao gdm
viét cac hop ddng thong minh thong qua do 4n thiét ké va xay dung mot ing dung cu thé. Trong
qué trinh thyuc hi¢n dd an nay, nguoi hoc dugc rén luyén cac ki nang mém khac nhu: 1am viéc
nhom, thuyét trinh, phén tich va xt Iy van dé.
Objective: Blockchain technology can change the business process of today's IT applications.
The important features of this technology include cryptocurrency, anti-tampering, transaction
verification, and smart contracts. The goal of this course is to provide technical and

technological knowledge to learners related to blockchain, including distribution, encryption,
consensus mechanisms. Learners will also learn about the operating principles of the



blockchain system, practice developing software based on this technology, including writing
smart contracts through designing, and building a specific application. During the
implementation of this project, learners are trained in other soft skills such as: teamwork,
presentation, analysis, and problem solving.

Néi dung: Gidi thiéu vé cong nghé blockchain, cong nghé 15i blockchain, cac thanh phan co
ban cua blockchain, co s& mat ma, cac giao thuc dé)ng thuan, gioi thiéu vé Bitcoin, gidi thiéu
vé Ethereum/Hyperledger, hop dong thong minh, cic van dé ton tai trong chudi khéi.

Content: Introduction to blockchain technology, Blockchain core technology, basic
components of blockchain, cryptography, consensus protocols, introduction to Bitcoin,
introduction to Ethereum/Hyperledger, smart contracts, existing issues in blockchain.

IT4508E An toan phin mém (Software Security)

- Khdi lugng (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay nham cung cép cho sinh vién nhiing khai niém nén tang vé an toan
phan mém, cac 16 hong bao mat, cach thirc khai thac 16 hong, co ché phong chong va ngan chin
tan cong thong qua kiém thir va phan tich chuong trinh. Sinh vién ciing dugc tim hiéu va thuc
hanh céc ky thuat dam bao an toan trong thiét ké va trong timg khau ciia qua trinh phat trién
phan mém. Bén canh d6, hoc phan cung cép k¥ ning phan bién, k¥ ning phan tich — giai quyét
van dé thong qua bai tap, to chiic thao luan nhom vé cac bai toan thyc té ing dung kién thuc
dugc hoc trong hoc phéan nay.
Objective: This course introduces students to the discipline of designing, developing, and
testing secure and dependendable software-based systems. Students will be able to understand
secure coding practices, secure by design, write security requirements and validate these
requirements and to perform additional verification practices of static analysis and security
inspection. Students are also be able to experience and improve their soft skills, i.e. team
working, presentation skill, through individual hands-on labs and collaborative mini-projects.
Néi dung: Céc khai niém co ban vé an toan phan mém, 16 hong bao mat phin mém, cach thirc
khai thac, phan tich va thiét ké phan mém an toan, k¥ thuat phan tich tinh, ky thuat kiém thir
xam nhap.
Content. Foudations of software security, software vulnerabilities and attacks that exploit

them, secure coding, secure by design, static analysis, white box, grey box, and
blackbox/penetration testing.

IT4630E Phéan tich ma doc (Malware Analysis)
- Khdi luong (Credits): 2(2-1-0-4)
- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trude (Pre-courses): Khong (None)



- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phan nay gitp sinh vién nim bat dugc cac khai niém co ban vé ma doc, giup
sinh vién thanh thao trong viéc doc hiéu code assembly, dong thoi bd sung mét sb kién thire va
hé théng. Két thuc hoc phan, sinh vién c6 phan tich cic ma doc, dua ra cac phuong phéap phat
hién, va phong tranh ma doc.
Objective: This course provides students with a fundamental knowledge, skills, and abilities to
break down potential malware threats, create solutions and combat them and protect against
malware in the future.
Ngi dung: Ma ddc, hanh vi ma doc, phan tich ma doc trong moi truong 4o hoa, phan tich tinh,
phan tich dong, phan tich tmg dung doc hai, kernel debugging véi WINDBG, céc dau hiéu nhan
biét ma doc dya trén phan tich luu lugng mang.
Content: Malware, malware behavior, malware analysis in virtual machines, static analysis,
dynamic analysis, C code constructs in assembly, analysis of malicious windows programs,
kernel debugging with WINDBG, and malware-focused network signatures.

IT4831E Phong chdng tin cong mang (Network Defense)

- Khdi luong (Credits): 2(2-0-1-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Sau khi hoan thanh hoc phan nay, sinh vién c6 thé phan tich, Iya chon giai phép,
trién khai va van hanh cac thanh phan phan cting va phan mém trong h¢ thong phong chéng tan
cong mang. Bén canh dé, sinh vién nhan thirc dugc tam quan trong va c6 hiéu biét vé cac quy
trinh nghi¢p vu va cac nhiém vuy dé van hanh va bao vé an toan cho hé théng mang may tinh.
Objectives: In this course, students develop the ability to analyze, build and operate
components of secure networks, including software and hardware. Besides, students
understand the importance of operations and business to protect computer networks.
Néi dung: Hoc phan nay gidi thiéu cho sinh vién cac kién thirc co ban vé cac mo hinh tin cong
va phong chdng tin cong trén mang may tinh. Hoc phan cung cip céac kién thirc vé cac giai
phap cong nghé trong cac hé thong phong chong tin cong nhu mang riéng ao (VPN), hé thong
ha tang khoa cong khai (PKI) va cac tng dung; hé thong tuong lua (firewall); hé thong phat
hién va danh chin tin cong (IDPS). Bén canh d6, hoc phan ciing gidi thiéu cac ndi dung kién
thuc vé phat trién va trién khai cc tac vu van hanh an toan bao mat cho hé théng cong ngh¢
thong tin nhu thiét ké an toan bao mat cho hé thong mang, xdy dung va trién khai chinh sach
an toan bao mat, quy trinh tng pho su ¢ an toan bao mat, gia c¢b hé thdng, sao lwu du phong
hé thdng. Hoc phan cung cép cho sinh vién cac k¥ nang trién khai va van hanh cac san pham
giai phap cong nghé phd bién trong cac hé thong phong chdng tdn cong mang nhu VPN, tuong
lra, hé thong phat hién xam nhép IDS.
Contents: This course is designed to provide students with knowledge on cyber-attack models
and how to protect, detect and mitigate network attacks. This will focus on the components of



network defense, including Virtual Private Network (VPN), Public Key Infrastructure (PKI),
firewall and Intrusion Detection and Prevention System. Students will learn the risk
management framework for analyzing the risks in a network system, apply the basic security
design principles to protect the data and secure computer network, fundamentals of security
policies, incident handling, system hardening, backup, and disaster recovery. Finally, this

course provides students with skills to deploy and operate popular products in computer
network defense, including VPN, firewall, and IDPS.

IT4450E Diéu tra sb (Digital Forensics)

- Khoéi lugng (Credits): 2(2-1-0-4)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Mouc tiéu: Hoc phan nay giéi thiéu cho sinh vién nhitng khai niém co ban vé chiing ctr sd, quy
trinh thu thap ching ct sb; hiéu va van dung céc kién thic cia mon hoc dé nghién ctru, phan
tich chimg cir s6 trong nhitng linh vuc nhu phép 1y, kinh té - xa hoi.
Thong qua hoc phén, sinh vién dugc thuc hanh cic cong cu tién tién trong thu thap, phan tich
chimg ctr s6 phi hop véi cac tiéu chuan va quy dinh ctia phap luat.
Objective: This course provides students with a fundamental knowledge on computer forensics,
electronic discovery, and intrusion investigation. On completion of this course, students should
have gained a good understanding of digital forensics principles and processes, how to build
and maintain a digital forensics capacity, some key challenges and core legal issues impacting
on digital forensics.
Néi dung: Tong quan vé t6i pham mdy tinh; luat dan sy va hinh sy lién quan dén ching cir sd;
quy trinh diéu tra s6 co ban; diéu tra s trén nén tang Windows, Unix; thu thap va phén tich dir
liéu mang; thu thap va phan tich dit 1iéu di dong; k¥ thuat giéu tin va thAm ma; cac chu dé nang
cao khac.
Content: Digital forensics principles and processes, legal issues impacting on digital forensic,
Windows forensics, Unix forensics, Network forensics, Mobile forensics,; steganography and
steganalysis, other advanced topics.

IT4413E Kiém thir xAm nhép (Penetration Testing Practice)

- Khéi lugng (Credits): 2(0-0-4-4)

- Hoc phén tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trude (Pre-courses): Khong (None)

- Hoc phén song hanh (Corequisite Courses): Khong (None)
Mouc tiéu: Hoc phan nay cung cap cho sinh vién céc kién thirc vé& phuong phap kiém thir xam
nhap dé phat hién 10 hong an toan bao mat trong hé thong. Hoc phan cung cap céc kién thic ve
quy trinh kiém thir xdm nhép; Céc cong cu va ky thuat kiém thtr xdm nhap; Phan tich két qua
kiém thir va x4c dinh 16 hong an toan bao mat.



Hoc phan cung cip cho sinh vién cac k¥ ning str dung cac cong cu kiém thir xAm nhap dé phat
hién cac 15 héng an toan bao mat cua hé théng.

Objective: This course provides students with a fundamental knowledge on penetration testing
techniques to discover vulnerabilities in computer systems. The topics include penetration
testing process, skills, tools, and techniques of penetration testing, evaluation of obtained
results.

Néi dung: Quy trinh kiém thir xdm nhap; Kiém thir xdm nhap phan mém; Kiém thir xdm nhap
dich vu Web; Kiém thir xam nhap hé diéu hanh; Kiém thtr xam nhap mang.

Content: Penetration testing process, Penetration testing of software, Web applications,
operating systems, and computer network.

IT3940E Project 111

- Khdi luong (Credits): 3(0-0-6-12)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): Khong (None)

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Hoc phén nay la budec dém chuén bi cho dd an tot nghiép, nham dinh hudng cach
giai quyét va chimg minh tinh tién kha thi ctia giai phap s& st dung trong do 4n tot nghiép Ngoai
ra hoc phan ciing gitip sinh vién phat trién cac ky nang nghién ctru tai liéu, phén tich yéu cau,
van dung cic cong nghé va ly thuyét ¢a hoc dé mo hinh hoa cac bai toan kinh té xa hoi trong
thuc té.
Objective: This module is a stepping stone to prepare for the graduation project, aiming to find
a solution approach and prove the feasibility of the solution to be used in the graduation
project. In addition, the module helps students to develop personal skills such as, document
research, analyzing requirements, applying the technologies and theories learned to model real
socio-economic problems.
Néi dung: Sinh vién duoc hudng dan c4 nhan hodc theo nhdm va duge giao tim hiéu mot van
dé cu thé trong linh vyc khoa hoc may tinh, van dung céc kién thirc da hoc dé dé xuét giai phap
va kiém chimg tinh tién kha thi ciia giai phap bang cai dit thir nghiém hodc ching minh 1y
thuyét. Sinh vién dugc yéu cau lap bao céo va thuyét trinh vé cic cong viéc da thuc hién.
Contents: Students are instructed individually or in groups and assigned to explore a specific
problem in Computer science domain, apply the knowledge gained from the courses to propose

solutions and verify the feasibility of the solution by testing settings or theoretical proofs.
Students are required to report and present on the work done.

IT4991E Thuc tap ky thuat (Engineering Intership)
- Khdi luong (Credits): 2(0-0-4-4)
- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phén hoc trudc (Pre-courses): Khong (None)



- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Tao mdi truong va diéu kién cho sinh vién 1am quen véi thuc té nghé nghiép, b sung
nhiing kién thirc hoc trong trudng, hiéu biét thém vé quan hé tic dong qua lai giita giai phap k¥
thudt v6i bdi canh kinh té va xa hoi. Giup sinh vién hiéu biét thém vé ¥ nghia thiét thyuc cua cac
hoc phan trong chuong trinh dao tao, dan hinh thanh dugc dinh huéng chuyén mén cho minh.
Tao diéu kién cho sinh vién tham gia trong mot tap thé da nganh dé giai quyét mot van dé cu
thé ctia thuc té, qua d6 nhén thirc rd hon nhing yéu cau vé ning luc hanh nghé ciia nguoi t6t
nghiép bén canh kién thirc chuyén mén.
Objective: Engineering Internship is a chance for students to get familiar with real-life
practices, complement their school knowledge, understanding the interaction between technical
solutions and socio-economic contexts. Help students better understand the practical meaning
of the modules in the education program, gradually forming their own professional orientation.
Allow students to participate in a multidisciplinary team to solve a specific real-life problem,
thereby understand better the professional competence requirements of graduates in addition
to the professional knowledge.
Néi dung: Thyc hién 4 tuan tai mot co s¢ ngoai truong, thdi gian do vién b tri hodc sinh vién
tur sap xép. Chia thanh nhém nho hoic timg c4 nhan sinh vién, c6 can bd giang day giam sat.
(Nhom) sinh vién phai 1am dé cuong va dugc can bo giam sat thong qua.
Contents: 4 weeks at an off-campus establishement, arranged by the school or by students.
Students are divided into small groups or individual students, with supervising instructors.

(Group) students must make a working plan that must be approved by the supervisor.

1T4126E Do 4n tot nghiép cir nhan (Bachelor Thesis)

- Khéi lugng (Credits): 6(0-0-12-12)

- Hoc phan tién quyét (Prerequisite): Khong (None)

- Hoc phan hoc trudc (Pre-courses): IT3930E

- Hoc phan song hanh (Corequisite Courses): Khong (None)
Muc tiéu: Lién két va cung cb kién thtrc ¢t 16i, mé rong va nang cao kién thirc chuyén mon
ctia nganh rong. Phét trién nang luc xay dung ¥ tudng, thiét ké, cai dat mot san pham hodc mot
giai phap k¥ thuat Cong nghé thong tin. Rén luyén céc k¥ ning trinh bay, thuyét trinh, k¥ ning
giao tiép va lam viéc nhom, ky ning sir dung ngoai ngir.
Objective: To link and consolidate core knowledge, expand and improve the knowledge of the
broad technical domain. Developing the capacity to build ideas, design, and implement a
product or an IT solution. Practice presentation, communication and teamwork skills, use
foreign language skills.
Noi dung: Sinh vién dugc giao mot dé tai trong linh vuc An toan Khéng gian sb, van dung
nhitng kién thire thu nhan duge tir cac hoc phén da hoc dé giai quyét cac nhiém vu cua dé tai
duéi sy huéng din ciia mot giang vién. Sinh vién duoc yéu cau nghién ctru, tim hiéu, thir nghiém
nhimng co s6 1y thuyét lién quan t6i dé tai, viét bao cdo d6 an nghién ciru va thuyét trinh vé cac
cong viéc da thuc hién trudc hoi déng.



Contents: Students are assigned a specific topic in the field of Cyber Security, applying the
knowledge gained from the learned modules to solve the issue of the topic under the supervisor
of a lecturer. Students are required to develop a product related to the topic, write a project
Statement and give a presentation on the work done to the thesis evaluation committee.



5.  Qua trinh cap nhat chwong trinh dao tao (Program change log)

LAN CAP NHAT: 01

S6 Quyét dinh/To trinh/Céng van:

Ky ngay:

Phong Dao tao nhan ngay:

Ap dung tir khoa:

Ap dung tir ky:

Noi dung tom tit ctia dé xuat cap nhat (kém ghi cha néu co):

Vién dé nghi PDT cép ma moi cho cac hoc phﬁn Lap trinh hé théng, Mat ma ung
dung, Phat trién hé thong Web an toan, An ninh mang, H¢ thdng x4c thyc sinh tréc
hoc, Blockchain va ing dung, An toan phan mém, Phan tich ma doc, Phong chong tan
cong mang, Piéu tra sd, Kiém thir xAm nhap, Hoc may cho an toan khong gian s, An
toan mang khong day, Quan tri dir liéu va tryc quan hoa, Quan tri dy an cong nghé
thong tin, Ung clru sy 0 an toan thong tin, An toan ung dung di dong, Thi giac may
tinh, Mang thé hé sau, An toan thong tin cho IoT. Vién ciing dé nghi PDT cAp ma méi
cho hoc phan Thiét ké va trién khai mang IP cho chwong trinh do ¢6 s luwong tin chi
khac v6i hoc phan IT4651E.




LAN CAP NHAT: 02

S6 Quyét dinh/T& trinh/Céng van: | 26/SICT
Ky ngay: 05/06/2023
Phong Pao tao nhan ngay:

Ap dung tir khoa: K68

Ap dung tir ky:

Noi dung tém tit ctia dé xuat cap nhat (kém ghi cha néu co):

Truong CNTT&TT dé xuat sap xép lai ké hoach hoc tap chuan cua tat ca chuong trinh dao
tao. Do1 vo1 Chuong trinh tich hop cur nhan k§ su an toan khong gian s6, ndi dung cap nhét
gom:

- Nhap mon 1ap trinh: Ky 2 2 Ky 1

- Toan roi rac: Ky 3 2 Ky 2

- Phép luat dai cuong: Ky 1 2> Ky 4

- Cau triic dir liéu va giai thuat: Ky 3 2> Ky 2

- Lap trinh hudng d6i tuong: Ky 4 > Ky 3




LAN CAP NHAT: 03

S6 Quyét dinh/Td trinh/Cong van: | 12966/QDP-DHBK
Ky ngay: 27/12/2024
Phong Pao tao nhan ngay:

Ap dung tir khoa: K68/K69

Ap dung tir ky:

Noi dung tém tit ctia dé xuat cap nhat (kém ghi cha néu co):

Ap dung riéng cho khoa K68:

- Nhap mén hoc sau (IT3320E) thay thé IT4403E Phat trién ing dung Web an toan
- Hoc ky chuan caa Nhap mén hoc sau (IT3320E) 1a Ky 5

- Hé thong xac thyc sinh tric hoc: Ky 5 2 Ky 6

Ap dung riéng cho khoa K69:

- Vit 1y dai cuong II (PH1120E) thay thé Vat 1y dai cuong I (PH1110E)

- Nhap mén hoc sau (IT3320E) thay thé IT4403E Phat trién ing dung Web an toan
- Hoc ky chuan caa Nhap mén hoc sau (IT3320E) 1a Ky 5

- Hé thong xac thyc sinh tric hoc: Ky 5 > Ky 6

- Tbi wu hoa: Ky 3 > Ky 2




LAN CAP NHAT: 04

S6 Quyét dinh/T¢ trinh/Cong van:

Ky ngay:

Phong Pao tao nhan ngay:

Ap dung tir khoa:

Ap dung tir ky:

Noi dung tém tit ctia dé xuat cap nhat (kém ghi cha néu co):

Ap dung riéng cho khoa K70:

- B6 sung hoc phan IT4443E Generative Al

- B6 sung hoc phan IE4444E Quantum Computing Fundamentals

- Thay thé IT3100E bang IT3101E

- Thay thé IT3320E bang IT4654E

- Thay thé IT3010E bang IT3312E

- Chuyén IT4025E tir Khbi kién thirc Co s ¢t 16i nganh sang Kién thirc chuyén nganh




LAN CAP NHAT: 05

S6 Quyét dinh/T¢ trinh/Cong van:

Ky ngay:

Phong Pao tao nhan ngay:

Ap dung tir khoa:

Ap dung tir ky:

Noi dung tém tit ctia dé xuat cap nhat (kém ghi cha néu co):
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